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Pefroramc e and reliability ar e key factors when sel

communications TehEaXPpPpMmME/NFRISEG si on Border Controller (

pefroramce and flexibility with a variety of advanced f
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5. Product Overview

Designed for smaldi zend bmeasd i n OBXILOD,/] SRISEG si on Border
Controllers p Fpoefriodaen c@ lingh hi ghly reliable communi ce
supporti nugs emulctoincurrent s-gealbhgy wadcéighd video com

th8X100/ SRmeets the needs of enterprises in mobile o

and moktwork <convergence. It i's mar ket eedomarsagae secul

communi catfiommpl atmal | a-sd zemddieamer prises to ensure e

and external communi cati on
FunctaondsApplications

This section provides atkdet diele dr RelIs000f/i HRMB@G S i00f n

Border Controllers and their applicafhlSiXtly 0i/ ri&Xdi0fof er e

Pprovides a reliable communicatiosigedubusnnkeesesmaht
its high availability, flexible protocol support, p
security features. The foll owing contfentthei nfcdnuodteiso nes
features, cal l handl ing, seenteunrti tayn dmenaasi unrteesn aanncde .man ag

3,0D/Isl argml _j Dc_rspcq

V. Qsnnmpr & _as gjlc bcnjmpwlowles the high availability o
ensures that when one device fails, the other devi
ensure the continuous operation of the system.

V Qr _I b_pb Qcqgqggml Gl grg_rgml Npmr maS§ 1 OGNSR 1 &0 Dj cv g
perfectly compatible with I MS system and supports
to different network environments and application s

V Sqcp Qsnmépgpd GQ@pports up to 1,000 user registrati ons
l2@oncurrent sessions and 70 voice media transcod
power f ul communi cation capa®X10R ineasx .f orre ga rstt eerr perdi sue
5000, max. concurrent calls: 600, voice transcodi ncg

V Ksjrgnjc ambgl eThger debvipcheq i s compatible with a wide

coding standards, i-lnaecw u dliavg) , G.G. 1712 3( A, G.729a/ b, i
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G.722.1, G.722.2, AMR, H.264, and H. 265, ensuring c
systems.
Tmgac _ I b Tgb&Sumpplorjtisgq high quality voice and video

enterprises for multimedia communications.

A_jj Pcamphglperts calll recording function, whi ch i
record and monitor calls.

Pcegqgrp_rgml SQsprprompgrs forwarding registration, age
docking, facilitating integration and interconnect:i

Rp_l gkggqgqgmiSupmor mamjSessi on I nitiation Protocol SI1 F
Datagram Protocol UDP and Transmission Control Prot
reliability of data transmission.

Clapwnrcb :Qappgmtg SI P encryption via Transport Lay
wel | as SeTiume TReansport Protocol SRTP and Datagram
ProtocodSROPL®ncrypted sessions, providing a high 1|
protecti on.

L?R Nclcrppupmanrlt s symmetric and asymmetri BATet wor k
penetration and survivability for signaling and m
compl ex network environments and ensuring the stabi
Qcas kgraw _l:cSagport for whitelist and blacklist ma n

denioadser vDa®nd di stri b-afseedr vdiecnei aDDoS (attack def ense

voice firewall function to protect the core equi pme
Tmgac Os_jgrw Rmbyrdcpgl #oice quality monitoring fu
the packet |l oss rate to ensure the call quality.

A PcamBhgphpert call recording function, conveni e
moni tor call s.

K I eckclr DsPraogygimde fri ®Wetldlgpgraphboainterface, su
upgrade and remotsei mpi nfgndheedai ly management of e

Clf_l achb QRracswigdess protection mechani smg)|] obdsngDDo.
attacks, protects system resources and ensures ente

Cvrcl §pgnircm@min mpupports a wide range :dfPvpi/dtPovdgl dJs eir
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Datagram Protocol/ Transmissi-tinmeCoTitamd poPrrtot Bc@tl o ¢ oF
Ti me Transport Control Protocol, Message Session Re
Protocol / SeTtiume TRreardsport Protocol, Sessiedi Ani ti at
SubsystemTeMypdransmi ssi on Pr olteaxcto | T/rSencsurries sHyome rPr o

Net wor k Time Protocol/Simple Network Time Protocol

Net work Time Protocol, with strong compatibility.

V. Amknpcfclggtc Dslh&dNogmlonQynmmmpri de session initial
mul ti media subsystem docking solution, but al so
controller SBC (functions, i ncinvediwog kbrianntcehr opetr @b |
heterogeneous net wofrfke rnegntb ectonmeneunnnidciat i on systems, e

V Kcbg_ Npmacqgqgl e Sbppargm|l gust omi zed header fields
protocol cadmnatéo se omurletqgiu ®TMKEMode conversion, cal l r
voice quality monitoring, trunk redundancy and | oa

and ofaecti ons.

V. Npmrmamj amknGrgpojngpXhpof #R4&O®Dsi on border control

compati ble with the mainstream signaling and medi a
the differences between different manufacturers, <
enterprises realize unified communications.

V LEL _Ib GKQ Npmr mamjeSADO¢ BRISBEBG si on Border Contr
supports protocol conversion between N@GNhnamat ildt s
net work that handles the interconnection between t
net wor ks, and manages the procerssiimmg,off omevairai gt e

enable the transmission of services such as voice
architectural framewbaketdthamul praoeddas sePvices such
calls and instantSXeGGaAgGRI§VIi dbose enable efficient ¢
di fferent signaling protocols (e.g., SIP, H. 323) ar
ensuring the stability and compatibility of voi ce
network environmentsamamrd spuswirdiexgpeai ®ace

V RcpkgNpmvw-Dmpu_pbgl e Pcegqrp_&X0LO0Q/ BDRUArifacd s ga _r

support proxy —registration and forwarding registr:
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Th

ensuring that terminal devices are authenticated
environments. Through the proxy or forwarding met |
access various networ ks, i mproving the compatibilii:t

QGN @O0 @S™r M@@aai Sqgcp: ?2wpgpSorBIsP, Session I nitiatior

B2BUA function, which acts as an intermediary betw
modi fies SIP messages, and realizes call control ar
Qgel _jgle Kcqgq_Suppprgtagsliegnal i ng message slicing f
size of the signaling message is dividedtiontawo$ mal
transmission failure or delay caused by a singl e me
overall efficiency and stability of signaling trans

O0.DOI ar gkmhb §j ¢

&§X100/ SR$O9sion Border Controller provides a flexib
lution for smalilzeandbumeciesmes through its advanced
'l owing section details the specific feattureasndof ke

nagement .

O, , Ngmacqgkmgh £ c

e Call Handling module is responsible for managin
ndling processes. I'ts main functions include:

A_jij Pms Sglpbeorts routing based on <calling and cal
fl exible call path settings to accommodate differert
Rgkc qgj mr Swyg moarwt selecting call routing according
realizing different call handl i ngwonrek ihrogl shdwrs .wor ki
Rps i Pcbsl b | aw _I:BSujpmpolk t@ |jreldugnldeancy and | oad ba

lines to ensure automatic switching to a backup |

optimizing call di stribution to prevent overl oad.

Fcrcpmeclcmsqg:| Supmppirgl enet erogeneous networking ro
backup and l oa€ommé amicomg . bet ween di fferent types
systems and dreevailciezse ciannt er connecti on and interoper .

net work environmemtys mgadsdeoevi cessti ng redundancy an:
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bal ancing

3, 0,@deKmb s c

The security module is responsible for ensuring data
communi cati on. I'ts main functions include:
T ?2aacAd rpmPse bl acklist and whitelist mechanisms to

network resources to ensure that only authorized us

T ?2rr _ai Bcd®Paloyd des defense mechani sms to protect ag
including:

T Bcl g_|j md QcptgacPr2rwrendis BmaQi ci ous users from

resources by sending a |l arge number of requests.

T Bggrpg srcb Bcl g _|j md : Qbptfegaad 2mgriaisq BBmMm@Qcks f

sources and protect systems from distributed att

T SBN- RBNmfbr _ai &Dpmenbénts attacks that cause net

resource exhaustion by sending | arge numbers of |
T QGN ?rr _ai: BA dpbHgsed Session I nitiation Protocol
mechani sm that detects and blocks malicious SIP tra

T Clapwnrcb :Qcpmrqgogvmlidies a variety of encryption mechsza
including:

T Rp_lgnmpr J_wcp QcaspBrevw eNptnsr méian a RIQom being i |
tampered with in transit by encrypting transport

T Qcaspcropkcjrp_l gkggqgggenhc mnypqti anemegauldi o and video d
ensure the setumetgomfmunéeahti on.

T B_r_ep_k Rp_lgnmpr J_wc p +QFcRaNs p&gB RN Ngppnr kmaRmp _ BRI r
J_wcp QcaLpgnbwnes DTLUSpramwdi SR TPn h-a n ened drade al
encryption to ensure the security of datagram tr .

T A _jj Dpcoscl aw Paged ganm gtmhe preset policy, it restr
unit of time to prevent the abuse and attack of sys:¢
T Bgg_#rmggpcp_|r benfumwiat vt -machil na udtil slasrt et depl oy mer

throughmaahhilne hot backup to ensure that when one ¢
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3,

can seamlessly take over to ensure business conti nt

0,K0O,I1 eckKmlrsj c

The Management Module provides tools and features to

management and maintenance. I|Its key features include:
T K_I eck@llrcpd Paovi delsasaedWebanagement interface that
Simplified Chinese and English | anguages. Admini st

a browser for configuration and maintenance.
Amkk | b Jgl c K:Supepcokrcthsmand | ine interfacwiHSEHLI ) man
(Secure ,Shelsle)cur e s.heAdmipnriosttorcaotlor s can use SSH to
and fperaadvanced configuration and maintenance oper .
requiri-ggaifnee control

Aml dgesp_rgml :Kulppeoakcecl rbackup and recovery of c
Admini strators can save the current configuration o

configuration state when needed to ensure the sec

changes, ando nasl laroep ecroanipil et ed on the current device
Lcrumpi B_r: B4dimrsnpect wor k data capture feature all/l
capture and analyze network packets. This feature

probl ems, anal yzifngimgaéécaranhyg pbkecks.

Jme K_| _eckkrlovi d-éeevebl tbg management functions, i
operation | og and call l og. Administrators can Vi ev
device's operational status, configuration chang

troubl eslgoatnfdorpmeace opti mi zati on.

T Qwgj meecor dsl esvyeslt eevwent s f @amd i sotha tfuosr itrhe devi ce.

T Mncp_rgmlRdmerds al |l f @peeadr abtyi otnhse paedrmi ni strator on
T A_jj:JhRmecords Udemmi loeadoinnal l call activity, incl.

and participants.
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5. Norm

This section

Session Border
protocol

processing

support,

capalbliolrantii cens .

Controlfloeam c el ts pceocviefrisc atthieonpge rof

transmi ssi on

p rTohviisd eisn a

capabilities,

Specificati

d e stchrei bwar iionu sd estpaeicli f i ¢c atSiXoln0 Ofg &rRalMedt er s
t he

guality
comprehensi ve

refer

pefroramce and applicatiomXdd®dISiRlaiAli esxerwofest laes

configuration and depl oyment.

3,1 NcdompkKk ac N_p _kcrcpaq

TablSeX1®Pkfroramce Parameters

Ncfpor mac gl bga|Bcgapgnrgtc

Maxi mum number|12Qunencryp@@®d)erdcrypted) concu

concurrent ses

Maxi mum number/Route 70

codec conver si

Cal | processin20all segemd

(CPS)

Number of user/Supports up to 1000 registered

registrations

Support for coG. 711iLaw -Law) , G.723. 1, G.729al/

standards G.722. 1, G.722. 2, AMR, H. 264, H

Quality of Ser{802.1p/ Q VLAN tagging, I P TOS (
Di fferentiated Services (Diff Se¢g

Voice Gain ConFixed/dynamic voice gain contrg

Jitter Buffer be in favor of

Fax Support G.711 transmissible fax, T.38 f
fax machines, up to 33.6 kbps (

Duattone #iwletqguegr fc2838nfeipinband

DTMF mode

net work protoclfl Pvd/ Il Pve, SSH, HTTP/ HTTPS, DN §

transportationUDP/ TCP, RTP/ RTCP/ MSRP, TLS/ SRT
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Tabd%X10RPefroramc e

Parameters

Ncfpor mac gl bga |[Bcgapgnrgtc

Maxi mum number [600 concurrent

concurrent sess

Maxi mum number |[2500ad

conversions

Cal | processing20all segeomd

Number of wuser |[Supports up to 5000 registered

registrations

Support for coqG. 711iLaw -Law) , G. 723. 1, G. 729a

standards G.722.1, G.722. 2, AMR, H. 264,

Quality of Servy802.1p/ Q VLAN tagging, I P TOS
Di fferentiated Services (Diffs

Voice Gain ContFixed/ dynamic voice gain contr

Jitter Buffer be in favor of

Fax Support G.711 transmissible fax, T. 38
fax machines, up to 33.6 kbps

Duattone s#iuwletqgiuenrfc2838nfei,pinband

DTMF mode

net work protocql Pv4d/ |l Pv6, SSH, HTTP/ HTTPS, DN

transportation|UDP/ TCP, RTP/ RTCP/ MSRP, TLS/ SR

Tab3Xupported Codecs

Amb®Ravn (Qsnnmprcb Amb|{Bcgapgnrgtc

Audi o G. 71iLdw -Law) |[High fidelity audi o, com

Codec tel ephone systems.

G.723.1 High compression ratio a
bandwi dt h environments.
G. 729alb Ef ficient voice c ocdoencs tfroa

net wor ks

i LBC I nt er ndbtanldowr dt h codec f o
transmission in unstable
G. 722 Wi deband audio codec for

Specificati

Document

Y €2r0s2iBa)n
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G.722.1 | mproved wideband audio

systems.

G.722.2 Broadwasatl ity audi o -codec

definition voice communi

A MR Adaptive multirate codec
mobile communication sys

Video H. 264 Wi dely used HD video cod
Codec video communication appl
H. 265 Hi gher compression effic

UHD video transmission.

3,1 FOpbu_pc Qncagdga_r gml q

This secti odnetparioveidd ehsar dwar e s pSEXl0foi/cSR & 6obnssi ofno rb otrhdee r
controll er. It covers the basic hardware configurati.i
speci fications, and descriptions of fformthi amd heéps p
users understand t heramhae ,d wa ma e mpfeac e configuration,

requirements of the device and provides guidance for

3,1, @gMpacagdga _r gml

Tabd®EX1Basic Specifications

L _kec L mp k Bcgapgnrgtc

Processo|2. 60GHz mains fr|Hi gpmhefroramce processo
(CPVY fast data processing

response.

System 8 GB Sufficient memory ca
Me mor y multitasking and sta
System 250GB Large storage capaci
Storage system data and | ogs

Net wor k 6 x 10/100/1000MAdaptive Ethernet po

mul tiple rates (10Mb
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AdaptHtvlreer net pof1000Mbps), are abl e
adjust to the rate o
ensure opfommiceper

Chassi s 430mm300mm 45mm |Size chassis for a v

(L X W X environments.

Power Su|{l100 to 240 volts|{Compatibleé ewittrth cal s
50/60 Hz di fferent regions of
1A

Wor ki ng Temper atlbr ¢:0 .60 |[Adapt to extreme wor

EnvironmRel ative humiditito ensure stable ope
(nemondensi ng) equi pment .

Storage Temper at40r ¢:0 .70 [Ensure that the equi

EnvironmRel ative humidit{iundamaged for |l ong p
(nemondensi ng)

Power 50wW The power consumpti o

Wastage under nor mal operati

Certific|CQC I nternational and na

And St an and certifications t

equi pmeritorsemo n

TabdsEX10PmMHar dwar e

Speci fications

storage

L_kec L mpk

Processo|lntel (R) Xeoh2R)» CPRPU@E3. 30GHz
(CPU)

System SGDI MM DDR4 32GB

me mor y

System 500G SSD

Net wor Kk 10 10/100/1000Mbps Adaptive Networ k H
Chassi s 430*390*44 mm

(I x w x

Power su|{100 to 240 volts, 50/60 Hz, 1 ampere
Install al| 19" Rackmount

Wor ki ng Temper atlbréed ; Rel ative h8tm%d{-bgndén %
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environm

Storage

environm

Temper at4r &:0

70° C;

rel atii

v e h ucnoinddi etnys

3,1 Nf,wgga Kjcafl b @Qa ajgdga_r gml g

TabdPhysical and Mechanical Specifications
L mp k Bcgapgnrgtc
Weights |3. 7kg
Connect¢Six 10/100/1000Mbps adaptive net work
2USB péoénbs yet enabl ed);
1 CONSPbHEthot enabled yet);
1 VGA port (not yet enabl ed)
Cooling|2 fans
system
Power syStandard power connector with switch
Power 250V fuse only
connect
I nstall §Rack mounting and tabletop placement
3,1,D0pmMlr N_Ilcj Amknmlclr Bcgapgnr gml
TabdFer ont Panel Component Description
Nmpr | _klRwnc Bcdgl gr g ml
CONSOLE|RJ45 1 CONSOLE interface
USB USB 3.0 2 USB ports (SX100)
PWRLi ght|/LED Power indicator
HDDLi ght|LED Hard di sk indicator
ETH RJ45 Mul tiple 10/100/1000Mbps A
SFPnter|SFP Rum QDMNyuf_mrn_"j c mnrga_|j K i
& QV /+N".
TEMP / Di splay chassis temperatur
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|IIIIIIIIIIIII
NEWROCK

USB
(CONSOLE

ETHO ETH1

3,73 ETH3 ETH4 ETHS ETH6

ETH7

o o (e

ETH8

SFP1

i SFP2
[

Fi gapseX10 Front Panel Diagram I dentifies the |l ocatior
Il i ght
3,1,F0c, 2p N_lcj Amknmlclr Bcqgapgnr gml
Tab8Rear Panel Component Description
Nmpgr kc Rwnmj mew Bcgapgnrgtc
Vga DB15 VGA connector
Power | EC C14 Power connector with swit
Fan internall yUsed for internal heat di
keep the temperature of t
Fi gadseX100 Rear Panel Diagram I dentifies the | ocati

FigaPiedenti fies

t

he

| ocati

on

of

each

connect ¢

3,1 K1LI _eckclr _I'b Kmlgrmpgle

This sectionhdemanadpement and moniStXdrOiOnd RIS@®®Iss ofnor
Border Controller, as wel/l as the remote management
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3,1, 1K/l _eckRnmmj q

Tabd9Management Tool s

Il tem Definition

QQF Access via Secure Shell Protoc
configuration and maintenance

requiri-ggpafned control

Uc  glrcpd_a(Webbased management interface
Chinese and English |l anguages.
the device through oacmbmfoiwgeer at
monitoring and maint Ehanteribspe

designkd totuitive and friendl

3,1, 1PcOk mrKc_ | _eckclr

Th&X100/ SR&d60ices support remote management via a con

and backend services, enabling administrators to conf

| ocati on

d Pckmrc Aml d:@aesnp nr grmlr aatcocress sc anhe de uviha e urgdvmmdthesl vy
interface or CLI for configuration management. The
administrators to make parameter adjustment s, pol i

enabl e/ di sabl e wfidrhotuh e bagdétvdgc @m€Mmpr ovi ng management e

Jme K _| _eckrerlorvi desevmlbl t bg management functions, i n
operation |l og and call l og. Administrators can Vvi e\
the device's operational status, configuration char

troubl éslygoanfdorpmece opti mi zati on.
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A4F pbu_pc Gl qgr |

4 Npmbsar Bcgapgnr gml

Th&8X100/ SR%3089sion Border Copeéfroordmee desviacdidgédsi gned f

and video communications. It supports SI P, encrypted
ensure -gubhlghy communication experience. The device
security, and call routing.

4,/ Q@ptgac

Th&X1POrovides the following service interfaces:
T Ksjrgnjc [ .-/ +R -Qr.f.cpl@rgecnmpr q

T /AMLQMJC glrcpd_ac

T 0SQ@ nmprq

T / TE? nmpr

T / nmucp amllibcarmagp qugr af

T 2 SFP optical modul-@)interfaces (SX100

4,/ A p_arcpgx _r gml

Key f eat urSexsl 000f/ StRiIleA 01 ude:

|l

Fgerdcfporhac npmacqgqgl Rupaponrt'sgjgomcurrent -sealse ons ¢
data transmission to enhance system processing effi
Nmucpds|] gcaspomuwpadrct sy spaagrypt ed s-¢ayieonsseamnmd i tm
protection mechanisms to ensure the security of dat
Djcvg jc Lcrump:iiPrAmliidear gnugrtw plBeaasEEt hbedoh&e®0@orts t
support multiple network topologies for flexible ne¢
Fgeft gj "~ gj:pruwppmadgegelredundant configurations to e

stability of the equipment and minimize downt i me.
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4,/ Linp k

Nf wgga_|j Qnragdga_r gml g

TabloPhysical Specifications

L _kec L mp k

Si zes 430mm (W) x 300mm (D) x 45mm (H)

Wei ght s 37kg

Cjcarpga_|j Qncagdga_rgml g

TabllEl ectrical Specifications

L_kc Lmp k

Il nput Power 100240V AC, 50/ 60Hz, 14
Power Wastage 50W

Cltgpml kclr _j

gncagdga_r gml g

Tabl2Environment al Speci fications

L_kc Lmp k

Operating Temperature -15 to 60

OperatHumg di t vy 10% to 906w demsi ng)

4,0 car pgc.

N w

(0]

S

n

C

Foll ow these el ectr iwhaln sianfsetayl |g unigd baBnKdh @Bp eSrRalt0iOn g
Session Border Controll er:

- @c a_pcdsj ufcl f _1bjgle «laagppe gnucshk amel Ita&kregmlitgp av
electric shock when carrying out any operation while
- 2t mgb fskgb cltBpmhiktl rgstall and operate electric.
high humidity environments to prevent short <circuits
- Nmucp qgsnnj wemsurgd et hat the power supply is rated
system safely and provide current overl oad protecti on
- NMUCP AMPB NPMRDOARMGML all ow any objects to press o
do not place the power cord where people will stand
Document YE&r0s2i6dn Copyridadw Rock Technologies, Inc.
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damage to the. power <cord

- Sqc gr | b_pb :nmuscep t hbe nsrtcagpndar d power adapter mod

package, which meet sf arh es aeegru isruepnpel nyt.s
-Do not disassembl e Brhel mrgub gpgneqdck "Ooc nroftc osplegnr t he un
case without the permission of technical support, as

warranty.

4  Qgrc npcn_p_rgml
Before insSALO0OONGREBEBSIi on Border Controller, proper s

be pererd.

Rack Mounting
Th&X100/ SReAO be mounted st amdyari cdh di(uisdti# 21 $4-mm)

post rack using mounting brackets.

4, 1 P/ _ai U pl gl e

Tomi ni mi ze the risk of personal injury or equipment d

T Adjust the feet at the bottom of the rack to make

that the rack is stabl e.

T I'n case of single rack mounting, take measures to i
installing fixing feet.

T I'n the case of multiple rack installations, ma k e
attached to each other to improve overall stability

4,100 ac pcosgpckclraqg
Th&X100/ SRlLAOt all ati onpoetqurin acl wi t4h a depth of 300 t

T Sufficient space should be 1l eft in front of t he

operations: a6Ifl nmmu(m 4 fd nrcheshmmended
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T Sufficient space should be I eft at the rear of thi

connections: it is reconvbée dnend (t300 liemcvhee sa)t. | east

4,1 ?9pdj) mu pcosgpckclraqg
To enpubper oper axX1lo0n0 /oFR atohGe t o prevent overheating,

recommendati ons bel ow:

T The installation | ocation should be well ventilated

T Th&X100/ SRiL®0equipped with 2 fans |l ocated on the re
that the fan vents are not obstructed.

T Thei defsh&®8X100/ SRaAODts are designed with multiple ro
on both shdesnbf, which are similar to a grille sh
heat dissipation inside the wunit. Make sure that t

mai ntain good heaffordmssei pati on per

4, 1 RRkncp_rspc pcosgpckeclr
To enpuoper oper axtX1loon0 /oFR 100t Heowt e mpeeguurement s

bel ow

T Mncp_rgle rckncad5 sp&0PpPCl ec

4, 1 F3kgbgrw pcosgpckclraqg
To ensure proper SoXledrOa/tSFRYINOfOmfl | tolwe t he humi dity require

T Pcj _rgtc Fskgbgge®woe | ec

4, 1 Cdcarpmk el crga cltgpmlkclrr
To ensure proper SoXledrOa/tSRINOfOmfl | tolwe t he el ectromagnetic

requirements bel ow:

T The device should be kept away from strong magnetic
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the nor mal oper at i ®tnr oonfg tehlee ck erwinaegg.neti ¢ interf

device to not work properly or data transmissio

4, 1 Nsmucp Pcosgpckclraqg

I ati

erer

n er

Th&X100/ SRLO®0equi pped with a universal power adapter.

and safety of the unit, please check the following po
T Nmucp _b_tsepthe power plug included in the package
T ?A Nmucp: &Emssur e that the AC power input meets the

power adaptel1QQ@U4YYi, cd&DlV EMBAHZ

4, 1,068 mp Cletcgpml kcl r

To ensund®8Xha@80/ IGO0 not damaged during storage, foll o

environment requirements bel ow:

T Temperatur e Or an gre0:° C

T Relative humb&éi tyo9namgmdeansi ng)

4.2 bcpqgr | bgl e- QM/eN.QV/

Before i hd8AL00ONhEGRFEOEO6si on Border Controller, it is «cr

components of the device and their functions.

4, 2 CosgnkAamknml clr
This section desbei masninodpb@X¥hd@c/ 8Rafthet heir

functions, including the | ocation and purpose of

T Grckqg gl ajsbchb :gl rfc n_ai _ec

each

When unpadhl@®iXn@®@o0/ SR10mMake sure that the following item

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.



SX100/ SR186ssion Border Controller

Har dwar e

Tabl®tems included in the package

It em Definition

Ap mul Qapcu [Multiple for securing equi pment

Dmmr pcqgr 4f or secure mounting of the unit

Jse 2f or mounting the wunit in a rack.

BggrpgQapgmgyMul ti ple pcs for securing lugs an

Dmp Jseq

Nmucp ?b_nrcProvide the power supply required

T Bctgac dpmlr n_lcj _gqggck jw

Tabl4device Front Panel Component s

I t em Definition

Aml gmjc glrcjl for connection t the consol e,
front panel of the device. Thi s
and may be supported i Bofh euaddea tug
other means of providing functio

SQ@ glrcpd_adlncludes 2 USB ports for,l coanedt
front panel of the wunit, i mmedia

connector.

Lcrumpi gl rcfglncludes 6 EtbhEHO,etEPHIXt SETH2, E]
ETH5) for connecting network dev
Located in the center and right
device.

Dsl argml _jgryEach port supports Gigabit Ether
hi gshpeed data transfer and net wor
connecting routers, switches and

Lcrumpi gr _r yNext to each

net wor k i

nterface a

I nstall ati
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SX100/ SR186ssion Border Controller Hardware I nstallati

gl bga_r mp indicate connection statu® apdcd
i ndicates a nor mal wojnjnmuentdiigosd treens

transfer.

Nmucp Qsnnjw|Displays whether the deviGoceeins cp

&ANUP' indicates that the device is pow

F_pb Bggqi Bp¢Di splays the operating status of
Gl bgaFBBp & that the hard disk is working no

the hard diosilmg sr epaedr/ wr i te operat

FigaBxeX100 device front panel illustratior

Fi gaaseX10 unit front panel illustration
T Cosgnkeclr @ _ai N_lcj ?2gqck’jw

The back panel of the device is shown in the figure a
1T TE? n&lpmr asppclrjftorclconjncebc't i nighia monrtietrofrace i s
currently not enabled and may beseoeilpwardéadd si n t h
or other means of providing functionality.
T Ammj gl:e 2dpcls, used for heat di i patsiuare dfhattha heq
equi pment maintains a suitable temperature duri n
f Nmucp quglr &ffor powering the wunit on and off.

T Nmucp gmali corc for connecting the power <cord.
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Fi gabeX100 device back panel illustration

Fi gapseX10Rdevice back panel illustration

4 .Gl gr _jG cmgml
Before ins$d100nhgREGsi on Border Controller, ensure t

in a |l ocation that meets safety and operational requi

mounting and desktop mounting. Foll ow the steps bel ov

4, 3 P/ _ai Kmsl rgl e

1. Ope8X10@e/ SR&4BDpping carton; use caution to avoid c
that all package contents are present.

2. RemdhweX 100/ SRaA6 mounting hardwar e. Ensure that al/l
present and have not been damaged during transportat.i

3. SellUectf spatlked or dmnk tSXI110 0t/ I5R.1 0 0
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[«
Qcjcargml md kmslrgle jma_rgml
4 Attach eachSKugot s8R Aeough the three screw hol es.
Oy
& —— I - ——
N BT
j se amll car gml
51l nstaBXK10BeSRLA0Oo the rack and secure the two lugs t

crowmr ews.
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LN

000/ (00000
5

Dgvcb kmslrgle jseq
6 . Ensutbhb8Xh@d/ SRpO6@er switch is set to OFF (0).
7. Connect thethmheweproweosr ¢ otnabeXcltOodr/ SdRfa Ath e |l ug it i nto
grounded outl et.

8Turn on the poweSXI1sOwli/tSERi GoOf(lpebhei t i on.

4, 3 BO6qgi r@aer _jj _r gml

1. Find a safe and easily accessible mounting | ocatic
2. PLa&X100/ SRUADt on a tabletop.

3. Makda h8Xrldd 0/ SRpO6®er switch is set to OFF (0).

4. Connect thetpeweprowesr ¢ othaSeXcltOdr/ SRfa Bth e |l ug it i nto
properly grounded outl et.

5. Turln &Xe00/ SRAOFer switch to ensure that the unit

operation.

4 .M " jgle _I'b Amll car gml g
After completing th8X106¢t &R1 adeitowo rokfi atnhde power connec
to be made. The foll owing are specific wiring and con

operate and communicate with network devices.
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4, 4 LErumfml | car gml

1 Njseegle gl rfc: CRIfugltchre aEt ' hecrhree tEtchaebrlneti mptoat s ( ETEH
ETHL1, ETH2, ETH3, EBMN40O0EBRIAPDODIbese hports are used to
router, switch, or other network device to establish
and communication.

2Tcpgdw aml |l ccar@hmdc kg rlt BErBss €l itnhke correspondi.ndgrkEtemer net
indicates a nor mal connection and yellow indicates das
connected ports are in nor mal operating condition.
3Pcnc_r :qrRempeatl sahapnecesosaroymnect ot her network dev
port can be independently connected to different devi
net work management among multiple devices.

4 A "jc mpe:l @xgagmke cables in accordance with the | ¢

ensure that cabling is neat, secure and free from tan

4, 4 NQucAml | car gml
1. Connect the th®&XdN0¢c &R@O@r connector.

2. Plug the power cord into a grounded outl et.
3. Make sure the powerO)s.witch is set to OFF (
4 Turn on the poweSXI1sOWi/tSERil 600F(llpeh i tioomensure that the 1

begins to operate normally.

4,35 gl qQQV/j.4.QV/+N.
You may need t oSXInOOn/sPah®& ntheu need to maintain, upgr
the WBreitsure to follow the correct steps to avoid dam:

The following are detailed steps for uninstalling the
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SX100/ SR186ssion Border Controller Hardware I nstallati

4, 5SN ] m_bgle r-fQv/QN\g/ll. . p_ai

1 Make sure the power switch is set to OFF (0) and di s
2. Use a screwdriver to | oosleungastcdh er € mas X 1b®obl &4 SsR 100n0 t h e
from the rack.

3. Remolvmadkigsif necessary.

4 Remove SXh60/ SRaAB mounting hardware, ensuring that &

components were not damaged during removal

4, 5S0 gl grf cj jQVIQV/+Ndpmk rfc bcqgir mn
1.Make sure the power switch is set to OFF (0O0) and di s
2. Remove the Ethernet cable and power <cord.

3. Re mo 88X 1t0lpéd SRAOOmM t he tabl e.

4 , Tecpgdw Gl gr _jj _rgml

T Afcai rfc NmucpVerd ibfgya trimpt t hBEWRDPpwes bndicatdocafting
the unit is powered up.

T Afcai Crfcplcr Nmdak &t begrleirmip gi ndi caaltlorcso nanreec tleidt f o

Et hernetopenseare proper connectivity.

T Afcai D_I MndMpkegmiure the fan on the back of the u
ensure that the unit is dissipating heat wel/l

T Jmeegl e gl rrm kryf cc drcngatci ng to the Ethernet interf a
access the device's management interface for conf i
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SAml dgespgl @@A ?bk@®@ gogcpbr mg

Jme gl rrm rfc Q@A _bkglgqgrp_r mp _aicl

StepOben your browser. Enter the SBC address, exam

M 5x100

N=eWROCK

i

SX100 Version:24.11.1.1.19

FigarseBC Backend Login Screen

StepEnhtehe user name dskrp asasmeo rath.dl edaudwortd admin

5,Mncp _Epmps n
I n the management interface of the SBC, the "Operator

configure and manage the authentication mechanism for

This section provides nfacmramgiementi o€l edirmngefr Piaut henti

name/ password authentication. The administrator can a
in this interface to ensure the correct connection an
device and the external net wor k.
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SX100/ SR1686ssion Border Contr Clolndri guring the SBC Administr
5,/ ,GIN acprgdga _r gml
| P aut henvteirciaftiieosn t he validity of a connection reques
preset | P address. The administrator can configure t
Ne=eW RAOCK Carri
arrier Groups
IP Auth Username/Password Auth
PBX
m Refresh
Domains
No. Name carriers
Inbound Routes
1 IMs 1213 [« | o]
Outbound Routes 15 n i 1@ 1054

Call Tracking

Networks

FigaBleP Aut hentication |

StepNavigate to Carrier Groups
Group
Edit Your Carrier Group
* Group Name IMS
Auth Endpoints
Registration Type
StepFRI I in the group name

nterface

> CBnAutgh&ai i oa@at i on

X

Cancel
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SX100/ SR1686ssion Border Contr Clolndri guring the SBC Administr

Edit Your Carrier Group X

\

* Group Name IMS

Auth Endpoints

Registration Type

Figaere | | in the group name

StepCBikEkdpoi nt ¢ @ad dApdedr at or. det ai | s
Edit Your Carrier Group X

* Group Name IMS

Auth | Endpoints

No. Carrier ID Name Hostname/IP Strip Prefix Interface

1 12 MX8G-143... 192.168.143.. 0 ethS vé...
2 13 MX8G-140... 192.168.140... 0 eths va.. [

Figabedit Operator Group
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Edit Your Carrier Detail X
a
Name MX8G-143.164
* Hostname/IP 192.168.143.164:5060
Strip 0
Prefix
* Interface eth5_v4:1(4444)
Recording Q Off On
rport Q Off On
Media template None i
Call allowlist template None
Call blocklist template None
DTMF template None
Call rate template None
NumberReplace template None
v

Figdreddi ng Operator Group Details
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Tabl® P Certification

I t em Definition

Hostname/ | P The hostname or | P address of t]
establish a network connection

Host nalm®plor t The hostname or | P address of tt#
port number. The port number def

First digit r|{Number of characters to be remo

calls). A certain number of cha
from the URI of a cal/l request.
Add Prefi x Adds a prefix to the RURI of an

combination -9F, dfgi#s a§40d + for

number s.

Outgoing inte|Select the outbound interface t

outbound calls fl ow.

Sound recordi|Set the recording function to r¢

out bound calls when it is turne
of f
Rport Set whether to enable the Rport

support NAT penetration and ens

target device correctly.

Medi a Templ at|Set wuprecaltled media templates fo

processing media streams such ajg

Call whitelis|Select a call whitelist templ at ¢
templ at es ensure that |l egitimate call s ar ¢
Cal | Bl acklis|{Select the Call Bl acklist templ

and preventing malicious call s f

DTMF templ ate|Select the DTMF templ ate for col

for key tones (DTMF).

Call frequenc|Select a call frequency templ at ¢
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SX100/ SR186ssion Border Contr Clolndri guring the SBC Admin
calls to prevent malicious cal/l
Number fTomms$ o|Sel ect a nufnobremmi ¢ m anmemp b mthd | har
Templ at es numbers, such as removing area (¢
Bcjcrc Clbnmglraq
Click Delete in the | ower right corner to delete
Edit Your Carrier Group X
* Group Name IMS
Auth Endpoints
No. Carrier ID Name Hostname/IP Strip Prefix Interface \
1 12 MX8G-143.164  192.168.143.1645.. 0 eth5 va:1(4...
2 13 MX8G-140155  192.168.140.1555... 0 eth5 v4:1(4..
Cancel n
Figaebeel ete Endpoints
Pcdpdmbec
Click Refresh to fefamhé.osim the node in
NeW ROCK Cami
arrier Groups
P Auth Username/Password Auth
PBX \
=
Domains
No. Name carriers
Inbound Routes
1 IMS 12,13 u n
Qutbound Routes nis n sis 1 m 108/
FigaBrRefresh Node
Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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SX100/ SR1686ssion Border Contr Clolndri guring the SBC Administr

5,7 S@cp L_kc-N_qgqumpb ?srfclrga_r gml
Dgjrcpgl e Sqcpqg

Enter the user name and authentication user name to d

NeW ROCK

Carrier Groups

IP Auth Username/Password Auth
Domains |
Batch import m Refresh
Inbound Routes
No. Name Username Auth Username Server/Domain Proxy server
Outbound Routes
Call Tracking
FO%K 1| @k 1 m 1045/

Figaari | tering Users

@r a&Bnmpr

SBC supports batch import of operator groups

StepSél ect Outgoing I nterface

Import carrier groups in batches X
*linterface
* Import Info eth1 v4:1(5858)

eth5_v4:1(4444)

Template Download template

Cancel n

Figabsel ecting an Outgoing Interface

Stepl thportfiogmi on
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SX100/ SR1686ssion Border Contr Clolndri guring the SBC Administr

Bmul jm_b Rcknj rcq
Click Download Templ at es f o radadwmnl oaednpadnmnatiemport i n

Import carrier groups in batches X

* Interface

Template Download template

cancel n

Figaelkownl|l oad Templ at e

@ raf Kmbgdw-Bcjcrc Sqcp L_kc N_gqumpb ?s
Click on the Bul k Modi f g /biue Ike trreo dhbi uftitcoant itoon paenrd del et i
username and password authentication.

Carrier Groups

IP Auth Username/Password Auth
Batch import m Refresh
No. Name Username Auth Username Server/Domain Proxy server

BT
0% [ 1] BiE 1 W 1050
FigamBeulModi fy/ Del ete Username Password Authent

?bb sgcpl _kc-n_gqumpb _srfclrga_rgml

Tabl6Addsername/ Password Aut henticati on

I t em Definition
Us elrD Enter the registered user name
aut hentication in the system t

authentication with the extern

Aut hentication|Enter the password that accomp

Aut hentication|Enter the authentication usern

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.



SX100/ SR186ssion

Border

Contr Clolndri guring t

he

accouhobramn on t hat corresponds
ame on the authentication ser
authenticate the source of the

Regi stered ServEnter the registration server
rovided by the operator for d
Ensure that the device can pro
appropriate server.

Proxy Server Enter the address or | P of the
etting of the proxy server's
forward registration requests
ommunication traffic.

Outgoing InterfiSelect Outbound Interface is u
ommuni cation interface for ou
al | requests can be outbound
pat h.

Pcdpcgqgf

Carrier Groups

IP Auth

asppeclr

Username/Password Auth

sqcpl

Batch import

_kc-n_gqumpb

SBC Administr
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5,N@V

Qapcclgle N@V
Enter a name/ useRPBXxmkeeviocdd.l ter

. - | |

NeWROCK
PBX
Carrier Groups
<] e -
No. Name Auth type UserName Online status Enabled state
Domains
1 omMX IP Auth (2 N o]
Inbound Routes H1E n BHE 1 ™ 1080

FigaBrei | t @&rhiendgBX

?bb N@V bcr _gjq
Navigate to PBX and click Add to add PBX details

NewROCK [

Carrier Groups
o = -

No Name Auth type UserName Online status Enabled state

Domains
P omx P Auth (2 )

Inbound Routes #1145 B #iE 1@ 108

Outbound Routes

Figapeed®®BX Details

Add Endpoint Group Details X
* Name
* @ Max. Calls

Auth Endpoints

Auth type © IP Auth Username/Password Auth

Cancel n

Fi g8bedd®PBX De2ails
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Tabl ®ewBX
It em Definition
I tem The name of the PBX
Maxi mCmncurrent Sets the maxi mum number of c¢
this PBX system. This value |
of calls that can be processg¢g
Accreditation Supports | P authentication ar
authentication.
?bb Cl bnmgl rqg
Click Add in the | ower | eft corner to add a new endpo
Add Endpoint Group Details X
Name
@ Max. Calls
Auth
"4
Cancel
Fi gBdNeew Endpoints
Tabl8lew Endpoints
It em Definition
Host ndnmRe The hostname or | P address of tt#
establish a network connection {
Host ndrmPdPor t The hostname or | P address of tI
port number. The port number def
FirDsitgit RemoviNumber of characters to remove f
calls). A certain number of <cha
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URI for <calll requests.

Add Prefix Adds a prefix to the RURI of an
combination -8F, dftgi#s &§06d + for
number s.

Outgoing Inte|Select the outbound interface t
outbound calls fl ow.

Sound Recordi|Set the recording function to r¢
out bound calls when it is turne
of f

Rport Set whether to enabl &kptome RpBomts
support NAT penetration and ens
target device correctly.

Medi a Templ at|Set wuprecaltled media templates fo
processing media streams such ajg

CaWhitelistin|Select a call whitelist templ at ¢

Templ at es ensure that | egitimate calls ar ¢

Cal | Bl acklis|Select a call bl acklist templ at ¢
preventing malicious calls from

DTMAempl at es Select the DTMF template for col
for key tones (DTMF) .

CaFfFrequency Select a call frequency templ at ¢

Templ at es calls to prevent malicious <call/l

Number Transf|Select a nufnobremmi ¢ m amemp b mthe | nar

Templ at es numbers, such as removing area (
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Pcdpcqgf Jgaqr

Click the Refresh button on the right to refresh

NeW ROCK PBX

Carrier Groups
n n fetresh

No. Name Auth type UserName Online status Enabled state
Domains
1 o i auth |
Inbound Routes H1% n BitE 1 @ 1037/
Outbound Routes
FigBRreefreshes the 1ist

Dgj Jgagp Rw nwe
Click on the Ilist's option box to filter by type

NeWROCK [

Carrier Groups
o -
No. Name Auth type UserName Online status Enabled state

IP Auth
Inbound Routes 1% n
Username/Password Auth

I

m 105/

Outbound Routes

FigaBrei |l ter | ist by type

Cbgr-Bcjcrc ddpkengmgll r Gl

NeW ROCK PEX

Carrier Groups
o = -

No. Name Auth type UserName Online status Enabled state \

Domains
1 oMX IP Auth “

Inbound Routes H1&E n BifE 1 M@ 104%S

Qutbound Routes

FigBdedi t/ Del et e fEOmadtpiodmt | n
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t he

SBC Administr

5,Bmk &Il I eckclTr
Lc uBmk _ gl

Step Na¥igate to Domain Management, click Add, and fi
i horami.on
Add New Domain
Domain Name
Domain Type Select Domain Type
Mapped Endpoints
Notes
Fi g@bNew Domai n
Tabl®New field
It em Definition
Domain |[Enter the domain names to be added, fo
name domainB.com. Multiple domain names <can
Domain |[Pl ease select the type of this domain
type type from the dr(ofpo rdwawnd niReengui.str ati ons
Calls Only Calls)
MappingEnter a PBX I D that will be mapped to
endpoinidentifier of the PBX.
Not e Provide a description or note about th
QupcclBgnke gl
Entering a domain name says that the domain can be fi
NeWROCK |-
Carrier Groups n| n _—
PBX
No. Domain Nam Domain Type Domain Created By  Mapped Endpoints  Notes
1 om10kvé.reg.com Trans register to PBX  Manually Created [ 2 o |
e 2 192.168.143.91:8899  Trans register to PBX  Manually Created iz
2K n BE 1 @ 108
Outbound Routes
Call Tracking
FigB6Fi | ter Fields
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ontr Clolndri guring the

5, msQgel jgle

5,2,LIsk cp Pmsrgle

Navigate to I nbound Routing > Nomhed RBRomewnguabe@&rclioc
Ne=WRUOCK Inbound Routes / Num Routes
BihEX - r;;,li,;,h‘.‘ Rule cis - e
Domains 1 S o oo
Inbound Routes ol n . —_
Domain Routes
Fi gB8Bieumber routing
Tabd20®umber Routing
I t em Definition
I'tem Enter a name for this inbound mappi
Numbering |l nput number rules, for example: -93
1 digit;2,B3?I0[® i s used to match a
expressions ar®etisaeatdthkbemattcbdi ng r ul
supported characters include:
[ O] : match any number from O to 9.
[ &z AZ] : match any | etter.
[1, 2, 3]: match any one of 1, 2 or 3
Called nunSets the target number for called n
conversiornfnmatches to
Carrier/ PHSel ect the céit MSer OMX,)PBXIYWhIL Bh t he
applies. Select the appropriate car
needed.
Fail over Set whether to enable failover forw
forwardindgreceived by ot herSuwpupoerst ofrort acragleltesd
translation and carrier)PBX (I MS, O
Document Y&r0s2Bdn Copyriggew Rock Technologies,
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Border

Contr cClolndri guring t

he

5, 2 Bhk _dl kdPmsr gl e

Cl i

cktbNewaahadwa domai.n

rout e

Add a new domain route

Name

* Caller domain

* Carrier/PBX

SBC Administr

Cancel n
Fi g@Bleomai n Name Routing
Taba2®omain Name Routing
It em Definition
I'tem Enter a name for this do
identifies the route.
Domain name of the p|Enter the domain name of
The name of the doma|indicate which calling d
call ed) appli e&Nottea. Route priorit
be modi fied in 'Applicat
Carrier/ PBX Select the carrier or PB
applies to(tt MSs ©OMXt)e OMX
5,PRnsrgl e
5,3LIsk cp Pmsrgle
Navi gate to Outbound Routing > Number Routing and cl
routing.
Add an outbound route
© To rule
Route validity time template
[ o ]
Fig@eNumbeRouting
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Tabd22lumber Routing

Gr c k Bcdgl gr gml

I'tem Enter the name of this outgoing

and differentiate between diffe

Calling rules|Enter the rules for the calling

The called ru|Enter the rule for the called n

operator grou|Select the carrier group to whi

Routing Effec|Sel @ente or timmeet empl ates for the

Templ at e effect

Cbgr-Bcjcrec

Click Edit/ Delete in the | ower right corner to del ete

N =

NeW RACK

Outbound Routes / Num Routes

Carrier Groups
o = -

PBX
No. From rule To rule Carrier Group Name

romaie 1 16011111111 IMS tolMs u

19 A SN .
Inbound Routes A n BIfE 1 10T

Outbound Routes

Figdbkedi t/ Del et e

5, 3Bhk dl kdPmsr gl e

Click Add in the | ower | eft corner to add domain rout

Add a new domain route

* Callee domain

* Carrier Group

Route validity time template

Cancel n

Figddreddi ng a Domain Route
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Tabd23dd Domain Routing

Gr c k Bcdgl gr gml

I'tem Enter the name of this outgoing
and differentiate between diffe

Calling rules|Enter the rules for the calling

The called ru|lEnter the rule for the called n

Operator grou|Select the carrier group to whi

Routing Effec|Sel @ente or timmeet empl ates for the

Templ at e effect

5,M Rg_aigle

Navigate to Call Tracking and click
Add Call tracing configuration

Caller

Callee

Caller Url

Callee Url

cancel n

New to add

FigdaeCGal |l Tracking
Tabd4€all Tracking
It em Definition
Call er Enter orn nfelrenath ooin t he calling part
initiating the call
Call ed Enter orn nfeolren@ath ooih t he call ed party
specify the party that wildl answer
Calling adqEnter the | P address or domain name
Call ed adgEnter the | P address or domain name

Document Y&r0s2Bdn Copyrigéaw Rock
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Ret ai nectotnifmegur ati on

Click Retention Time Configuration to set the retenti.i
N=WROCK Call Tracking \
PBX
No. Caller Callee Caller Url Callee Url
Domains 1 61202702 E

Inbound Routes

n2s [ 1] B 1 @ 0%

Outbound Routes

Num Routes

Domain Routes

Retention Duration Configuration X

Retention duration: 7

Day

FigdBReserved Timing Configuration

5,lcrunmpil eckclr
5,5 ,LErunm@ir sn

Default Route Configuration
Navigate to Network Management o> ebhéet wioertkw oQokn fciognufriagtuirc

for the corresponding interface.
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Default route configuration

* Interface name  eth0

Default gateway 192.168.2.1

Cancel n

FigddaNeet wor k Settings

Tabd5 et work Settings

Il tem Definition

I nterface |Sel ect or enter the name of a net wo
traffic is sent. The interface name

or virtual network interface in the

Default ggEnter the | P address of the default
address of the router or net wor k de

forwarded to other net wor ks when th

Net wor k setup

Navi gate to Network Managemealtl ocw Nad mwiomiks tSreda tt 0 mg st d oc
the device's network interface, including parameters

DNS server, and static routing.

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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Edit network configuration
Network port

Type DHCP @ StaticIP

IP address configuration Static route

IP Address Netmask

192.168.2.240 255.255.255.0

Preferred DNS

114.114.114.114

Alternate DNS

Operate

(2 Q&)

Cancel

Fi gdbB\Neet wor k Setup 2

Tabd6eNet work Settings

I t em Definition

Port Name Sets the name of the network intenr
interface.

Typol ogy Select the type ofywnwetwan K'chhh@R'e fag
"Static I P" type.

Preferred D/Configure the I P address of the pi
to resolve domain names to | P addnr

Al ternate D/Configure the | P address of the ba
resolution when the preferred DNS

5, 5, NOnpr

Lcu

Navigate to

Aml dgesp_r gml
j ggrcl gl e

nmpr

Net wor k

Management

> Port Configuration

Document

Y €2r0s2iBa)n

Copyrigaw

Rock Technol ogi es, l nc.



SX100/ SR186ssion Border

Contr cClolndri guring

the SBC Administr

Add listening port configuration

* Port

* Network port

* Protocal

NAT Address

Cancel

FigdabeNew | i stening port

Taba®ort Configuration

It em Definition

Ports Configure the port number to |1

Port Name Select the name of the network
|l i stening

Pact Select the networ k PBSruptpoapirieodt oc d
UDP, TCP, TLS.

NAT address Configure the address used duri
Translation (NAT) for mapping n
intranet and extranet.

gl obal configuration

Taba8I1 obal Configuration

It em Definition

NAT Pings I1|Configure the time interval i n seq
This item is used to send ping reg¢
periodically tfoorpni meent . NAT
0 means disable this function and
Range-:6010 seconds.

NAT Pings p|This field configures the destinat
general, the system periodically ¢
addresses of registered endpoints
prevent connection disconnection
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Cl apwn?jgemhpgr f k
CliEkit Listening Pobot s€bntheueacrgption algorithm an
Tabad9%ncryption Al gorithm

Edit listening port configuration
INETWOTK POrt

IP Address

Netmask

* Protocal udp tcp

NAT Address 192 168 190 211

Encryption off

Encryption key

NAT pings o Off On  UDP only

Figdiveencryption algorithm

5,Fcpkgl | Pcampbaqg
Di splays theinégr matcaconmtoahcotr matamdh sour ¢cef @ddiraée s ®n

related to each ternmipkall de pica@upibmk tfhiel t ering is supp
o s - [ IR |

Terminal Records

Carrier Groups
Refresh

PBX

NeW ROCK

No. Username Contact information Source address information

Domains

Inbound Routes
o= - WE 1 R O0%E

Fi gdBleer mi nal Records
5,A jPcamphb
Navigate to > Call Hi story, which supports filtering,
hi storical call hi story.

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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«amin - [ =0
NeWROCK Call Detail Records Screening
N Delete
Carrier Groups E‘ o
- Play  pownload
No. Caller Callee Call Start Duration(s) Direction Caller Url Callee Url Call-lD
Domains 1 30002 61202702 2024-12-05 02.... 4 Inbound sip:192.168.... sip:6120270... 1733364560 -‘-I/I)”";U.‘(l'
e 2 30002 61202702 2024-12-05 02 6 Inbound sipr192.168 sip:6120270, 17333645311336118142-0@1
3 61202702 30002 2024-12-0502... 4 Inbound sip:192.168... 1733364519359206517-0@19... [ @ |
Outbound Routes 4 61202702 30002 2024-12-0502... 2 Inbound sipr192.168...  sip:30002@..  17333644961766590463-0@1. “
Num Routes 61202702 30002 2024-12-05 02 Inbound sip:192.168. sip:30002@. 17333644731483795932-0@1 n n
8000 30002 2024-11-0706... 12 Inbound Sp[200147..  sip:30002@ B
7 8000 30002 2024-11-07 03... 14 Inbound Sip:[2001:47...  sip:30002@.. )... [ @ |
Call Tracking 30002 8002 2024-11-06 02 61 Inbound Sip:192.168 Sip:8002@[2
Networke 9 30002 8002 2024-11-0509... 7 Inbound Sip192.168...  sipB002@[2..  1730800115563489795-0@19... [ @ |
10 30002 8002 2024-11-0509... 5 Inbound Sip192.168...  sipB002@[2..  1730799412599351603-0@19...
Terminal Records - m: T 1m e
FigdaeCal | Log
Tab3ocal l Log
It em Definition
Call er The user name or number of th
initiated the call
Call ed The user name or number of th
the call
Starting ti me The timestamp of the start of
Duration (secon|The duration of the call i n s
Calling mode I nbound/ out bound.
Calling address|The address of the party init
Call ed address The address of the receiving
CadlID A unique identifier for each
session.
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5,/ Rcknj rc K_

Il eckcl

5,1 A_ ] j _ai _rldk nujf grrecqg j gqr

Navigate to Templ ate Management > Call Bl ack

bl ack and cwahlilteed Inusmber prefix rul es.

Add Template X
Name

Description

Callee prefix: can be composed of +, #, * and numbers.

Cancel

FigbNew Templ at e

Tab3d®ew Templ at e

I tem Definition

Il tem The name configured to
number prefix rule.

Descriptive A detailed description

Prefix of the called A prefix rule used to
number. The prefix can
such as numbers, symbo
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5,/ BRKBcknj _rcq
Navigating to Templ at e tMaem aggemiemits t>r &tTdMF,can cr eat e a
transmission templates f oFr e&quiMdn dyu adi goales .Mu |l t i

Add DTMF Template

Name

Description

* Transmission method

Fi gbdNe WwDTMF t empl at e

Tab32ew DTMF templ ate

Il tem Definition

I'tem Configure the name of the t

di fferenti ate between diffe

Descriptive A description of the templ a

Transmi ssion meth(Selects the transmission me
templ at e. RFC2833, SIP BNEO

supported

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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5,/ A_IDgjcoscRc&kwmj rcq
Navigate to Templ ate Management OCOn Qkhtel ArpepjgubPpcgs dlkag

RcknjCowrfiguration screenDefadmpwi ameta¢mons sseam as Cal l
Frequency per Second and Maxi mum Concurrent Call s, wh

the | oad and resource usage of the calling system.

Add call rate template

Name

Description

@ Call rate

* @ Max. number of calls

Figbekall Frequency Templ ate
Tab3d3all Frequency Templ ate
It em Definition
I'tem Configure the name of the {

di fferentiate between di ff ¢

templ at es.

Descriptive A description of the templ i
understand the specific ap

configuration purpose of t

Cal | rat e Sets the maxi mum number of

to O, it means no cal/l rat ¢

Maxi mum number of Sets the maxi mum number of
call s to 0, it means that the nu
not Il i mited.

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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5,7 Kecdg_  Ambca Rcknj rcqg

The configurati dmrus Krcdhegn Afmbtcla¢é Rewsnjadmi ni strators 1t
Defintheooodecs to be used during media transmission.
used to select and manage the codecs (Codecs) support
guality and compatibility of voice communications.

Add Media Codec Template

Name

Description

Codec Disabled codecs Enabled codecs

PCMU
PCMA
G722
G729
G723
speex
gsm
iLBC
amr
amr-wh

FigbBwedi a Codec Templ at e

Tab3dedi a Codec Templ at e

I tem Descriptive

I tem Configure the name of
identify and different
media codec templ ates.

Descriptive A description of the t

Codecs Select the type of <cod
templ at e.

Enabl ed codes Select the enabled cod

Di sabl ed codes Select the disabled co

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.



SX100/ SR1686ssion Border Contr Clolndri guring the SBC Administr

5,7 Pm3rgle CddRarkatcrRgkec
Navigate to > Template Management pfRORgkogPEfEective
RcknjCowrefiguration screen allows administrators to se

business processes, call routing,badagedtrhest fieattiuores. t

Please add time rules template

* Name

Description

Start date

Start time

End date

End time

Working day ~ Sunda

FigbARouting Effective Time Templ ate

Tab35Routing Effective Time Templ at e

Il tem Definition

I tem The name of the template that i

the different time rule templat

Descriptive A description of this time rule

Start dat e The start date of the rule's &en

Starting time |[The start time for the rule to

End dat e The date on which the rule ends§g
End ti me Ti me for the rule to end.
Wor kdays Select the applicable weekday t

take effect.

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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5,/ Ls&k cp ARclkaeg¢ rc
Navigate to Templ ate Managementonrf Ngmbert Bhangkes for

the calling and called numbers.

Add Template

Name
Description

Caller replacement rule Callee replacement rule

9${NUM} add 9 to the first of the number

${NUM)9 add 9 to the end of the number

9${NUM}9 add 9 at the beginning and end of the number

${NUM:n} deletes the first N digits of a number

${NUM:-n} indicates that the last N digits of the number are reserved
${NUM:x:y} indicates a number of ¥ bits starting from the x bit

Replacement rule

Fi gbbBNumbeGhandgempl at e

Tab3d3e&€hange of Number Templ ate

Il tem Definition

I tem The name of the template tha
di stinguishes the different

templ at es.

Descriptive A description of the number.
Calling number regSetting the replacement rul e
rul es supporting a Wwamimaty of rul e
Call ed number repSetting the replacement rul e
rul es supporting warrinmus rul e

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.



SX100/ SR1686ssion Border Contr Clolndri guring the SBC Administr

5,/ Pnnjga_rgml Amldgesp_r gml

5,7 1QGN Aml dgesp_r gml

Navigate to Application Conf itdwer atoindn gurltR o®o n fnitgeu rf a
to adjust network | atency management and data transmi
communication, as well as to support customizing SIP

reqguest/ resporfsegannmse.ssage

N=WROCK Applications / SIP
[ o |
Format custom SIP header : values
Terminal Records u
Call Detail Records
o
Applications
(-] th d t
[-] 1,
=]
Figbfxl P Configuration
Tab3d3Z&®I P Configuration
I t em Definition
SI'P QoS Used to configure Qual

for SI P c¢communsiucpagtoiran sn
Mi nimize (L@Gx eh)Mayxi mi ze
ThrougbopPxO8Maxi mi ze Re
(O0x@h)d Mini m(Dx0Q9 st

SI'P header fielFRroanonfi |Set up customized SIP
can manually enter SIP

their corresponding va

SI'P request/ response m{Configure specific fie
configuration response messages to o
routing -amandcefnoddmmi on

transfer.

RecoRdut e Enabl es or disaiRoas et h

header field, which is

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.



SX100/ SR1686ssion Border Contr Clolndri guring the SBC Administr

i horami on.

Requelsitn e Configure the roepgtuieosnta l
without replacing it/r

ifhorami on about the des

Request ter minal Sets the type of reque

optional substitutions

and poCdantoact address

5,/ Kcbbg_ Amldgesp_r gml
Navigate to Application ConfigihhatWMedi & GCedf iag Coaf i @n

interface is mainly used to optimize the quality of F

and also handles the configurat-rehadcfedmeeitadi addr esses

NeWROCIKK Applications ' Media

[ o |

=]

=3

Figairedi a Configuration

Tab3d3aMedi a Configuration
It em Definition
RTP QoS Configure RTP quality

parameters to optimiz:

RTP media streams.

RTP Port Mi n. Sets the minimum value

The range is 10000 to

RTP Port Ma x i mum Sets the maxi mum value

The range is 10000 to

Medi a Addr ess Configure the media ad

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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address asthweNATaaddr e

Medi a Addrlesar Sien d Enable or disable the

| earning feature.

5,7/A_1] Amldgesp_r gml

Navi gaAppltiocati on ConGalglur@arnfomgahatsi eoenfi guration in
admi ni strator can set various parameters related to c
trunk mode, the priority configuration of routing rul

username, and the i PtTéd rON&ESl mefs sagrdi fporOPBX endpoints.

v - I I
NeWROCK
FigeBkall Configuration
Tab3da€al l Configuration
It em Definition
I P Relay NConfigure the working mode of I P tr
mode or | oad balancing mode. Redund

automatic switching to the backup |
|l oad balancing mode is used toopbala
overall system throughput.

I P Relay RedunBrmaklye Moldee r edundancy
main | P relay fails, it will automa
ensure the communication is not int
| P Trunking Load:Brmadlhei hgadMoBal anc

distribute call l oads to multiple t

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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processing pofweramaea.d per

Il nbound RqConfigure routing rules for incomin
Configuratrules, routing priority, etc., to e
routed to the correct destination.
Number Match$Setg Rpultehe matching rul
number, match and select route acco
number to ensure the incoming call

target e®dppionts matching only the

priority of called number, priority

Route PrioSdtt yt lRalreaute priority fo

choose "Called Number Priority", "N
Name Route Priority" to control the
the route priority for incoming cal

OQut bound Configure the routing priority for
Routing able to select the most appropriate
Configuratand efficiency of <call s.

Route PrioSdattytRaulreaute priority fo

select "Called Number Priority?", " N
Route Priority"™ to control the rout
route priority for incoming calls.

PBX userngConfigure the maximum | ength of the
maxi mum | gensure that the user name is entere
h

configuratl engt r equlihriesmeorptts.on supports cust

PBX EndpoilSets interval at which OPTI ONS

—
=y
(¢

Configuratstatus and availability of the endp

5,1 /A_2q daJif-gdagqgr

Navigate to Application Configuration > Call/l Bl ack/ Wh
bl ack/white lists. Calls are prioritized to detect tAh
detecting the black/white Iist in the templ ate
call Blocki
Call the configured giobal lockis and allowist i checked it 2nd then the blocklist and alowictn the template
Fi gb6ecall Bl ack/ White List

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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Tabdocal | Bl ack/ White List
It em Definition
I'tem The name configured to
number prefix rule.
Descriptive A detailed description
Prefix of the called n|A prefix rule used to
number. The prefix can
such as numbers, symbuo
5,/ Qaspkgriw eckclr
5,/ WUC/@ Bcdcl gc
Navigate to Security Managemenhte >WeWE BDedEMEBNSE.ONf i gur
interface, administrators can set up security measur e
prevent malicious at-tac&ses ¢sackiag, bbD068® attacks, etc
the system.
N=WROCK Security ' Web Defense
i WEB defense: o off On
: Interval: 0 minutes
call Tracking Forbidden time: 0 minutes
Networks E
Call Detail Records
Ne. P address
Applications o
Fig6OWEB DEFENSE
Tabd ®WEB DEFENSE
It em Definition
Web defense Enables or disabl es We
used to protect Web ap
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external attacks.
Time interval Set the time interval
Retries Sets the maxi mum numbe
all owed in a given tim
Sanitization Sets the amount of tim

from access when the r
reached. Prevents mal.i
bypassing restrictions

attempts.

5,/ @QABcdcl gqc

Navigate to Security Managementhe> SSSIH Deeffeennssee ,c oannfdi g u
interface, administrators can set the security protec
configuration is used to prevent malicious attackers

as byffuwtrece breaking.

N=WRUEI< Security / SSH Defense
Carrier Groups.
PEX
SSH: off © On
Domains
SSH defense: @ Off on
Inbound Routes.
Intenval: 0 minutes(SSH defense is at least 1 minute)
Outbound Routes
Retry: 0
Call Tracking
Networls Forbidden time: 0 minutes(SSH defense is at least 1 minute)
Terminal Records B
Call Detail Records
Template
Ne. IP address
Applications
Security ==
‘Web Defense
Fi g6iSseSH Defense
Tab4225SH Defense
Il tem Definition
SSHBef ense Enabl e or disabl e SSH
mal i ci ous attacks vi a
Ti me I nterval Sets the time interval
indicating the mini mum

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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bet ween two SSH | ogin

Retries Set the maxi mum number
all owed in the specifi
this number of attempt
systemopsewmdef ensi ve meSd
prohibiting SSH | ogin)

Sanitization Set the Il ength of ti me
the number of retries
attackers from bypassi
making frequent attemp

5,/ @GN Bcdcl gqc

Navigate to Security Manbhgembat SPPSDPf BPrfensenfigurat
administrators can set up protection mechanisms again
services from being attacked, especially against DDo S
abusive behavior.
admin =
Security ' SIP Defense
SIP Defense: on
Intenval: 0 minutes
Max. packets 0 Per second
Forbidden time: 0 minutes
Figaesl P Defense
Tabd43 | Pefense
It em Definition
Sip defense Enabl e or disable the
function to prevent th
being maliciously atta
Time interval Sets the time interval
indicating the maxi mum
packets allowed in thi
Maxi mum number of pack|Set the maxi mum number
Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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all owed in the time in
the system will trigge
Q lgrg Set the time to disabl

maxi mum number of pack

prevent malicious atta

5,7 Mr2 8pdcl qcgq

Navigating to Security Manaagdmemits t> adtdcressr cDaerf ecnosrefsi,g u
mechani sms for different tINgpes ?20fr _atiSBB®OKkK snnbicrPa Ir u diii n g
Bcdc)] gamAND | mmb ?2rr _ai Bcdcl gc

[ |
=
=
=
Fig6Bxt her defenses
Tabd44t her Defense
I t em Definition
Antpii ng Controls whether defen

reqguests (I CMP request
Prevents Ping Flood at

Ping requests

Udpf l ood attack defenseConfigure whether to e
attack defense mechanti
scal e UDP packet attac

bandwi dth or cause ser

5,/ ®axzcqgq rm "~ j _ai _I b ufgrc jgqraq

Navigate to Security > AcceddheBlagoak n& sWhiat @erLicam, swhe

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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from accessi

List

SX100/ SR1686ssion Border Contr Clolndri guring the

addresses that are allowed or prohibited

Security | Wb AllowBlock
FigGhdeccessing the Black and White

Tabd5ccess to Black and White Lists

Il t em Definition

WhitelistingConfigure the Iist of | P addresse
web interface, only I P addresses
interface.

Bl acklists Configure a |ist of | P addresses
the Web interface; the | isted IP
access the Web interface

5,/ wgr Kkl eckclr

5,71 Qwlgr ck

Navigat e

t

(o]

Aml dgesp_r gml

System Managemenitr Stylsd elru tCoomd B zgautriactn o n

ni strators

application

C @

c

==

Management interface of the system, admi
| i ¢ e nfsoerari ino n including the certificate
concurrency, and the numberTof pmaohgseabhelteemsaal pl €
your distributor.
Figbxystem Configuration
5, /7180 m& K_| eckclr

Navigat e

admi

to

ni strators

System Managemdmt

can

configurfeoramdoni eftv ahk

t>h eL dgp gMavlaanqaeggme anetn.t

kKynatemof
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m‘
NewROCK [
e - |
=
=
Fi g6fleog Management
Tabd6hog Level s
It em Definition
Log | evel Controls the | evel of
usually different | eve
war n, error, when set
detail edodammg onn wi | | be
Cal | debugging Enabl es or drisladtled dal

l ogging, which is typi
callel ated features. Wh

can view the processin

det ai l

Current | og downl oads Provides the function
current system | og, ad
downl oad the log file

analysis or backup.

Log migration This function is wused

the current storage di

storage |l ocations for

space.
Hi storical System Log/ Call Log
The system supports viewing historical system | ogs an
the | ower right caltore mhchheestandbe downl oaded i mme

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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ME \n
=
=
=
=
- I e

Fi guwriidi stori cal

System Log/ Cal l

Log

b

5,/ 1@ BAi sn

| Pcamtcpw

Navigate to System Management > Baadkmipni&s tRresttorrse,carhr
easily backup and restore system conf ifgouramaito mntse cal |
prevent data | oss or system failure.
System |/ Backup and Restore
Restore:
Click to get the file and select the file to upload
FigaBBackup and Recovery
Tabd@ackup and Recovery
I t em Definition
Data backup Used to back up the da
system, including conf
l ogs, and to ensure th
the event of a system
Data recovery Used to restore system
file to ensure that th
the state it was in at
5,/ N, i crgx _r gml
Navigate to System Management >Packet Capture, this fu
problem | ocalization, the captured patadmth,i sasndempar ar
be downl oaded for analysis after capturing stops. Pr e
capture function.
Document Y&r0s2Bdn Copyrigbdw Rock Technol ogies, I nc.
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System | Ethereal Capture

Figéeleat a Grab Bag

5,/ Mp8p_rigenl
Navigate to System Management > Operation Logs and tAh

operation | ogs.

- |
. o
Figudb®Eperation Log
5,/ P2j4pk Jme
Navigate to System Management > Alarm Logs, admi ni str
alarm | ogs, S u p poettth ef il lotge rrientggenandon ti me.
a = -

Figddrel arm Log

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.



SX100/ SR18eéssion Border Controller Gl ossary of Ter ms
6 EJ] mgqg _p\
JcrrLmkcl aj _rspc Bcdgl gr g mli
? ?KP &?b_nr git cr cKs|Adapti veRaMue,tian audi o co
Ambgl e’ for speech compression.
? ?NG &?nnjga_rgml|{An APl is a set of rules
Gl rcpd_ac' di fferent programs to int
enabling software devel of
applications that can cor
applications or services
A AJG &Amkk I b Jgl{Command Line I nterface f
and management via the c¢
A AOA &Af gl _ Os_jg/lChina Quality Certificati
Acprgdga_rgml Aclcertification organizatid
A ABP &A_jj Bcr _gj|CDR is a system that recd¢
iforantion (e.g., call 1l en
participant numbers) abol
is used to analyze calll q
charges.
B BgddQcpt &Bgddcp|Di fferentiated Services,
Qcptgacaqg’ traffic by marking packet
B BBmQ &Bgqgqrpg src|Distributed Deni al of Sen
Qcptgac ?rr _aiq'|lattack that attacks a tanf
mul tiple sources.
B BmQ &Bclg_j md QDenial of Service, an atHt
resources through a | ar gg¢g
B BRJHQPRN &B_r _ep_|Datagram TransportSeayee
Rp_I gnmpr J_wcp |Realime Transport Hfriomteo cdc
Npmr mQumjaspctRBg&kcjlencryption protocol that
Rp_I gnmpr Npmr ma|SRTP.
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B BRKD &Bs | Rml ¢ DuaTone Murlgaguency for ke
Dpcosclaw Kmbec' transmission, commonly us

di aling and communicati of

D DOQNDg& j b Q _dcrw NFSP is a security protocod
devices and ensure secur ¢

E E,5// - E,501,/ Di fferent voice coding st
device is compatible witdH
communi cation systems angd

F F? &Fgef 2?2t _gj _"|High Availabili-machi heoto¢
backup to i mprove system
that the system conti nues

F FRRN - FRRNQ &FwHypertext Transfer Prot oogd

Rp_l gdcp NpmrmamProtocol Secure, used forn
HTTPS provides encrypted,
G GAKN &Gl rcplcr AlUsed to convey oaanathri iR
Kcgqg_ec Npmrmamj|net works, often used to ¢
net wor ks.

G GKQ &GN Ksjrgkchb|/I' P Multi media Sulbssgyed em,
mul ti media service archi't
voice, video and mul ti mecq(

G gJ@A &Tmgac mtcp|linternet Low Bitrate Cod g

Np mr ma mj Jmu @gr{communication for | ow ba

H Hgrrcp @sddcp A buffer used at the recsée
in network transmissions
data is continuous and s

J JB?N &Jgefrucgef|LDAP helps computers fing

aacqqg Npmrmamj ' '|or deivifcer matc¢lonmai b addr
or printers on a networ k,
for user and resource mat
organi zation.

K KQPN &Kcgg_ec Qc|Message Session Relay Pr g

Npmr mamj ' for instant messaging.
L LEL &Lcvr Eclcp_|Next Generati on Nestwnotrckh,i
Lcrumpi '’ based network architecturn
a variety of telecommuni (
(including voice, data arn
L L?R &Lcrumpi ?bb/Network Address Transl ati

of

Ter ms
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Rp_l gj _rgml’ private I P addresses to |
commonly wused in routers

L LRN - QLRN &Lcru/Network Time Protocol [
Np mr ma mj - Qgknj|Protocol for network ti mg

Rgkc Npmr mamj ensure consistent time af(

M MN S Q An efficient voice and aly

redli me communicati on.

P PRN &Pc_j Rgkc R/ RealTime Transport Hriaeoco
Npmr mamj' - PRANControl Prot-ocome toanseask
Rp_l gnmpr Amlrpmaudi o and video dat a, RT(

transmission control and

P PCQRds | Describes a style of net.\
mani pul ates resour cwisa on
ndtaTrTdP met hods (e. g. ,

st a
DELETE) , often used in t
p
s

support expressive state
Q Q@A &Qcqgqgml @mp|Session Border Controll en
control and session manag(
secure the network border
Q QGN &Qcqgqg ml Gl g|Session Initiation Protog

modi fying and terminating

such as voice and video (¢

Q QPRN &QcasRmk cPc |Secur e-TRen®&l Transport Pro
Rp_l gnmpr Npmr majencrypti-thigme eaddi o and vi

ensure secure communicat.i

Q QQF &Qcaspc Qfcj|Secure Shell, encrypted (
Np mr mamj ' management for secure ref

Q QQJ & QcJlaswogpr w SSL is a security protocogq
2epcckclr encrypted connection over

to ensure the security of

bet ween the server and t}

R RJQ &Rp_Il gnmpr J/Transport Layer Security,
npmr mamj ' encrypting transport | ayg

R RAN &Rp_Il gkggqggmTCP is a network protocol

Np mr ma mj packets are transmitted &

error through an acknowl ¢

retransmi ssion mechani s m,
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applications that requir g
eemail and file transfers,
S SBN &Sqcp B_r _ep/lUDP is a fast network tr 3

does not guarantee packet
the unit of transmission

"dat agtamis used for vi dg

online gaming, where speg¢g

than transmission reliabi

T TJIJ?2L &Tgprs _|j JmVirtual Local Area Net wor
Lcrumpi ' network into | ogical segrt

i solation and traffic manr

T TE? &Tgbcm Ep_nf|Video Graphics Array, an

output .
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