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This manual i prdodesidgnddtaol ed parameter descriptions
foadmini stradoe sawhomadh®BXd®d 09DLessi on border controller
technical descrSiXpltOio®MOs i mgt atlhleati on procedures, confi
mai ntenance strategies, and solutions to common probl
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1 ?nnjga_rgml Qa

I n enterprise communications, common application scen
enterprise headqgquarters and branch offices, interconn
and interconnection between multiTpdbd . ypmed hefs ec srmmwmnmil
the problem of inconsistent protocol $Xa4a009Pedseiceni s o
Border Controller (SBC) is compatible with the mainst
mar ket today, and i s able to eliminate the differel
solutions, and networks, helpingeamgtedr wroimamaus i rcead liiomes .
Dgesglcl usttrla¢e¢ epr obl em of protocol and codec inconsi st

interconnecting enterprise headquarters and branch o

carriers, and interconnecting mul fiopslhnEheEXp@8P Qo f com
SessiBomder Controllers (sBC) are compatible with m
protocols in the market today, and are capable of eli
manufacturers, di fferent solutions, and diddleirzet n

converged communications.

L]
——— 5B~
Iiiii ey é%%% ==
Internet. ———-—— =

NAT
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- //
E“?f@y

NAT

$X10000-S

Fi guE¥100SApplication Scenarios Figure 1

Dges B¢ sOgrtphatcqgin some particular industries or busine
efficient communication is required to be maintained
However, the networks of these functionatleohi asedoarsu
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nostrusted networks with each other. When interconnect
conceal ment, media aggregation and forwarditrhe, and
SX1009Pession Border Controller (SBC) is able to effe
brought about by wuntrusted network interconnection i

stable communicati ons.
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Dgesglcl ulsttrladatesf or some enterprises, there may be dev
the SIP protocol environment, although the protocol i
it also |l eads to possible incompatibilitSyX10®&®Ween th

can effectively adapt to the devices of different ve

compatibility and or ga4viemdiont egrdtpimemto fe nmulrtoin ment
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Dgespc 2 a@jjtypripgardtcmet wor ki BX1lt0O@PDeéowgiyoh obortdher cont |
in an enterprise networ k. This topology includes th

SX1009Vession border controller, and the external com

The topology map includes the following component s:

T Glrcpl _|j Amk IQsvilgg&aCkr gimhe | &EX11 009 O®ennects to internse
phones and servers wi t hin t he organi zati on, ensu
communi cations.

T QV/ . +QQcqgqgml @mpbcp | Amitrhemjnjicdpd | ¢ 9ér vde as$ agr bmi d

bet ween the internal net wor k of the enterprise anc
security and reliability of data transmission.

T Cvrecpl _j AmkQwlgg ®kiB8grmle, r iSypédlt0 09 Oonnetca st he | P
Mul ti media Subsystem (I MS) of an Internet Service

variety of voice and video coding standards (e.g.,

G.722.1, G.722.2, AMR, OPUS, H. 264, anretHw®r6lbg. t o i

Voice S(KR) ITSP(IMS)
| = T !
. B . ==
. e — = el © -~ B
: H . - CHE
| E | SX10000-S ‘~vvvoo :
_G_.7_11-?A_—L_av;/-u_-:av_v)__ G.723.1, G.729a/b. iLBC, G.722,

G.722.1, G.722.2, AMR_ OPUS
H.264%1H.265

Fi gd8X1000-Snet working topol ogy
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SNpmbsar Qncagdg

Pefroramc e and reliability ar e key factors when sel
communications TehaSiXgdmdPtGessi on Border Controller (o
pefroramce and flexibility with a variety of auwsvearnced f
concurrent sessionsqualdi tpyr owoidee hamd video communi ca

ad

i n

op

vanced encryption and SEtQ6dDdrys umeeass utrtees , cdrhfei dent i
tegrity of communicat-fonendly amddiagi oemptlaii fuises fdaaciel

eration and maintenance.

Product Overview
signed for smasizaddbuwmeidnSEsOetshDetslsé on Border Contr

ovi de-pefrbrammlk e and highly reliable communica-tions s

er concurrent s-geailony @aovdchbi gimd vide&Xtom®ldni cat i

ets the needs of enterprises in mobil e-neftfwioc &, br
nvergence. I't i s marketed-taenamageccoemmusti Batmoandgl ¢
r smal | andi zemddiamt er pri ses t o ensur e efficient
mmuni cati on

FunctaondsApplications
This section provides at hdee tfad d teudrSedse G@® Btplk & iomn oBor der
Controllers and their applicabil iTthyS X InO OdBi 0fr foevri ednets aap p |
reliable communication sol utgionedf obrussimaelsls eandt hmedigin
availability, flexible protocol support, power f ul us
features. The following contentfindleudencai cetai fedt
handling, security measaunrde smaainndt etmaannacgee.me n t
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3,0D/sl argml _j Dc _rspcqg

Qsnnmpr &k g gjl ¢ becnjmpwlowlers the high availability o
ensures that when one device fails, the other devi
ensure the continuous operation of the system.

Qr I b_pb Qcgqgml Glgrg_rgml Npmr:B8XmjoO@E plebfRjct Vg’
compatible with I MS system and supports flexible ro
network environments and application scenari os.
Sqgcp Qsnnm@ErlIO0D-Ssupports20WpuGteor registrations and i
handl2i0On0gDoncurrent. sessions

Ksjrgnjc ambgl eThger debvipcheq i s compati ble with a wide
coding standards, i-lnaw u dliadg) , G.G. 1712 3( A, G.729al b, i
G.722.1, G.722.2, AMR, H. 264, and H.265, ensuring c
systems.

Tmgac _|I b TgbSupplorjtjisq hi gh quality voice and video

enterprises for multimedia communications.

A Pcamphglperts call recording function, whi ch i
record and monitor calls.

Pcegqgrp_rgml SQsprprompgrs forwarding registration, age
docking, facilitating integration and interconnect:i

Rp_l gkggqqgqgmiSudpmor mamjSessi on I nitiation Protocol SI1 F
Datagram Protocol UDP and Transmission Control Prot
reliability of data transmission.

Cl apwnrcb :Qappgmtg SI P encryption via Transport Lay
wel |l as SeTiume TReansport Protocol SRTP and Datagram
ProtocodSROPL®ncrypted sessions, providing a high |
protection.

L?R Nclcrpupmaonrlts symmetric and asymmetri BlATet wor Kk
penetration and survivability for signaling and m
compl ex network environments and ensuring the stabi

Qcas kgraw _l:dSggport for whitelist and blackl i st ma n
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denioadser vDa®nd di stri b-afseedr vdiecnei aDDoS (attack def ense
voice firewall function to protect the core equi pme

V Tmgac Os_jgrw Rmbyrdcpgl ®#oice quality monitoring fu

the packet |l oss rate to ensure the call quality.

V. A _jj PcamBhogphert call recording function, conveni e
monitor call s.

V. K_I _eckclr DsPraowygimde fri ®Weldl gpgraphboainterface, su
upgrade and remotei mpinfgnhheedaily management of e

V ClIf _ | achb QRraswigdems protection mechani smg,| obdsSngDDo.
attacks, protects system resources and ensures ente
V. Cvrcl §Yognircm@mjn mpupports a wide range :dfPvplr/dtPovdagl s eir
Datagram Protocol/ Transmissi-binmeCofhntams poPrrtot Bcotl 9 ¢ oOF
Ti me Transport Control Protocol, Message Session Re
Protocol / SeTiume TRreardsport Protocobto&eksl BnMuUhtt mat
SubsystemTeMypdransmi ssi on Pr olteaxcto | T/rSencsumies sHyme rPr o

Net work Time Protocol/ Simple Network Time Protocol

Net wor k Ti mewiPtrtototcrodng compati bility.

V. Amknpcfclqggtc Dsl&NogmlonQynmmprvi de session initial
mul ti medi a Ssubsystem docking solution, but al so
controll er SBC (functions, i ncinvediwog kbrianntcehr opetr ad !
heterogeneous net wofrfke rnegntb ectoneneunnnidciat i on systems, e

V Kcbg_ Npmacqqgl e Sbppargml gustomi zed header fields
protocol cadmuatéo rse omirlietqgiu ®TMFEmode conversion, call r
voice quality monitoring, trunk redundancy and | oa

and ofaections.

V Npmr mamj amkn Grgcpmmge pwS XdjbhOWessi on border control

compatible with the mainstream signaling and medi a
the differences between different manufacturers, ¢
enterprises realize unified communications.

V LEL _ I b GKQ Npmr mamj& XAndDl c8cEpegsgsmlon Bor der Control |l e
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protocol conversion between NGN a#gdenleM&tsyyyant enmst ,wow
that handles the interconnection between traditiona
and manages the processing, forwarding, anfdle conver

transmission of services such as voice and data acr
framework that-bpsedi chebtilmedi a services such as v

i nstant mess &SKilMPD OERe ces enabl e efficienetntconver

signaling protocols (e.g., SIP, H.323) and media pr
the stability and compatibility of voice and dat a
environment s, and providing.a seamless user experie
V. RcpkgNpmvw-Dmpu_pbgle Pcegqgrp_ iSXnhl0O08WWbdbv ?”sagpmrgdmrtga_r g
proxy registration and forwarding registration func
terminal devices are authenticated and registered
Through the proxy or forwarding methocdessevmrnals
networks, improving the compatibility and stabilit.)
V QOGN @0 @S mo@adi Sqgcp: ?wdpSdrBBIsP, Session Initiatior
B2BUA function, which acts as an intermediary betw
modi fies SIP messages, and realizes call control ar
V Qgel jgle Kcqgqgq _ Suwpp@rgtagsliegnal i ng message slicing fu
size of the signaling message is dividedtiontawos$ mal
transmission failure or delay caused by a single me
overall efficiency and stability of signaling trans
3, 0Dl ar gkmhb §j ¢
Th&X1009®ession Border Controller provides a flexibl
solution for sma&lilzeandbumedhiesmes through its advanced
foll owing section details the specific feattureasndof ke
management .
3, 0,0, Npmacqgkkmb £ c
The Call Handling module is responsible for managi n
handling processes. I'ts main functions include:
Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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7 A_jj Pms Sgpeports routing based on calling and cal
flexible call path settings to accommodate differer

T Rgkc qj mr Surmg pamwt selecting call routing according
realizing different call handl i ngwowek ihrogl sh dwrrs .wor ki

T Rpsli Pcbslb_ | aw _I:bBSujpmpol t@ jreldumldeeancy and | oad ba
lines to ensure automatic switching to a backup |
optimizing call distribution to prevent overl oad.

T Fcrcpmeclcmsqg:| Supmpirg!l ehet erogeneous networking ro
backup and | oadomrae amico mg . bet ween di fferent types
systems and dreevailciezse ciannt er connection and interoper.
net work environmemtys mgadsdeoevVi cessti ng redundancy an:
bal ancing

3,0, @deKkmbsj c

The security module is responsible for ensuring data

communi cati on. I'ts main functions include:

T 2aacA rpmPse bl acklist and whitelist mechanisms to
net work resources to ensure that only authorized us

T 2?rr _ai BcdPalowyd des defense mechanisms to protect ag
including:

T Bcl g _|j md QcptgacPr2rwrenagis BmamQ®Qi ci ous users from
resources by sending a |l arge number of requests.
T Bggrpg srcb Bcl g _|j md : QOptfgad 2amgriaisq BBmMm@Qcks f
sources and protect systems from distributed att:
T SBN- RBNmfmbr _ai @&Dpmenbéents attacks that cause net
resource exhaustion by sending | arge numbers of |

T QGN ?rr _ai: BAdpbhased Session I nitiation Protocol
mechani sm that detects and blocks malicious SIP tra

T Clapwnrchb :Qcprgogvmlidiges a variety of encryption mech:a

including:

T Rp_lgnmpr J_wcp QcaspBreaevw eNptnsr méian a RIQom being il
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|l

3,

tampered with in transit by encrypting transport

T Qcaspcrokcjrp_l gkggggenhc mnpqnti anemegaauldi o and video d
ensure the setumetgyommuneahti on.

T B_r_ep_k Rp_lgnmpr J_wc p +QFcRaNs p&gBRM ONeppmr kmaRg _ | BoRnIn@p r
J_wcp QcaLpgnbwnes DTLUSpramwdi cS&RTéPn h-a n ened drae al
encryption to ensure the security of datagram tr

A _jij Dpcoscl aw FPaxged ganm gtmhe preset policy, it restr

unit of time to prevent the abuse and attack of sy:¢

Bgqg_¢rnmtjpcp _|r becnpmwhat r -madachil ne udtislasrtaent depl oy mer

t hroughmaahilne hot backup to ensure that when one

can seamlessly take over to ensure business conti nt

0,KO,I1 eckKmlrsj c

The Management Modul e provides tools and features to

management and maintenance. I|Its key features include:
T K_I _eckG@llrmrcpd Paoovi delsasaedWerthanagement interface that
Simplified Chinese and English | anguages. Admini st

a browser for configuration and maintenance.
Amkk I b Jgl c K:Supepcokrcthsmand | ine interfacwiHSEHLI ) man
(Secure ,Shelsle)cur e s.heAdmipnriosttorcaotlor s can use SSH to
and fperaadvanced configuration and maintenance oper .
reqguiri-ggafnee control

Aml dgesp_rgml :Kulppeoakcecl rbackup and recovery of c
Admi ni strators can save the current configuration o

configuration state when needed to ensure the sec

changes, andonasl laroep ecroantpil et ed on the current device
Lcrumpi B _r: B4dmlsnpect wor k data capture feature all/l
capture and analyze network packets. This feature

problems, analyzifngimgasécoranhyg pbkhecks.

Jme K_I| _eckkrlovi d-éeevembl tbg management functions, i

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.



SX10099ession Border Controller Product Specificati
operation | og and call l og. Administrators can Vi ev
device's operational status, configuration chang
troubl eshootfimmgamaaedopteirmi zati on.

T Qwqgj meecor ds esvyeslt eewent s f @amd i sotha tfuosr itrhe devi ce.

T Mncp_rgmlRdmerds al |l f opeedr abtyi otnhse paedrmi ni strat or on

T A_jj: JmRmecords fUdemmi loedoinnal |l call activity, incl.
and participants.

5. Nor m

This section desbei basi bnsdepaeci ficaBXdbbdoPBersasnieotner s ¢

Border Controll er .f olratm ceeo vsepresc itfhhecapemns of the devic

support, transmission capabilities, guality of servi

capabilitifesmiTohni spriowvi des a comprehensifweamana earsd andi
application cap&KillD®P®ed e€&rvéde as a reference for

depl oyment .

3,1 NcdompkK ac N_p _kcrcpaq

Tabl$X100SPefroramce Parameters

Ncfpor mac gl bgajlBcgapgnrgtc

Maxi mum number|200d0oncurrent routes

concurrent ses

Cal | processin90al | segemd

(CPS)

Number of wuser|Support S @O0 troegi stered users

registrations

Support for coG. 71iLdwWw -Law), G.723.1, G.729al/

standards G.722.1, G.722. 2, AMR, H. 264, H

Quality of Ser{802.1p/ Q VLAN tagging, I P TOS (

Di fferentiated Services (Diff Seg

Voice Gain ConFixed/dynamic voice gain contrgdg
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Jitter Buf fer be in favor of

Fax Support G.711 transmissible fax, T.38 f
fax machines, up to 33.6 kbps (

Duattone niuwletqiugr fc283-8nfeipinband
DTMF mode

net work protocll Pvad/ |l Pveé6, SSH, HTTP/ HTTPS, DN S
transportationUDP/ TCP, RTP/RTCP/ MSRP, TLS/ SRT

Tabad*upported Codecs

Amb ®Ravn(Qsnnmprcb Amb(Bcgapgnragtc

Audi o G. 71iLgw -Law) |[High fidelity audio, com

Codec tel ephone systems.

G.723.1 Hi gh compression ratio a

bandwi dt h environment s.

G. 729alb Efficient Vvoi ce ¢ ecdoencs tfroa

net wor ks

i LBC I nter ndbtanldowv dt h codec fo

transmission in unstable
G. 722 Wi deband audi o codec for
G.722.1 | mproved wideband audio

systems.

G.722.2 Broadwasatl ity audi o -codec

definition voice communi

A MR Adaptive multirate codec
mobile communication sys

Video H. 264 Wi dely used HD video cod
Codec video communication appl
H. 265 Hi gher compression effic

UHD video transmission.
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3,1 KOOI _eckclr _I b Kmlgrmpgl e
This sectionhdemanabdbement and moniStXdri®@Petssolon for t
Border Controller, as wel/l as the remote management
3,1, 1K/l _eckRnmj q
Tabd3Management Tool s
I tem Definition
QQF Access via Secure Shell Protocol
configuration and maintenance oper
fiqgeg ai ned control
uc glrcp Webbased management interface supp
Chinese and English | anguages. Adri
device through & orcnrowfegutat pen, 1
mai ntenance dmpernateirdsasdeesi bprednt ai
and friendly, suitable for most usgd
3,1, 1PcOk mrKc. | _eckecl r
Th&X10090evisepport remote management via a command |
backend services, enabling administrators to configu
| ocati on
d Pckmrc Aml d:@aesnp nr grmlr aatcocress sc anhe de uviha e urgdvmmdthesl vy
interface or CLI for configuration management. The
administrators to make parameter adjustments, poli

enabl e/ di sabl e wfi drhotuh e baHétvedgc @mpr ovi ng

(

management e

\

I

d Jme K_| _eckpPerlorvi desevmbl tbg management functions, in
operation | og and call l og. Administrators can vie
the device's operational status, configuration cha

troubl énlyo atnfdo rpmea e

optimization.
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40mdru_pc GI gr |

Qsnnmprcb Mncp_rgle Qwqgrckaqg

Architecture Operating System Version Information Kernel Version

x86_64 CentOS CentOS 7 Default kernel

x86_64 Ubuntu Server 22.044 LTS 5.15.0-107-generic

x86_64 UOS Server 20 1070a 4.19.0-91.82.179.uelc20.x86_64

Npcpcosgqgrcqgas8

d The network environment mu s t remain uninterrupte
are enabl ed.

d The depl oytvmdc hd i nael system must maintain consistent

G, Slglaqgr _jj rfc mjb tcpggml &gd npcqgc

Before installing the new version, please verify w
installed, follow these steps to complete the wunin
StepUfhinstall the Keepalived component

sbc uni-lnpda al |

StepUBinstall SBC and the database

sbc uni-alslt al |

*®V

Note | f the process becomes stuck during uninstallati
firewall aexedthteen trleke command.

StepD8lete residual directories: Navigate to /opt/

GG,Gl gr _jj rfc Il cu tcpggml

StepUpl oad the new version installation package ('t
StepUBzip and navigate to the installation directo

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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./ install . sh

Y

Note | f you encounter any issues during instal
can disable your firewall and then run the
GGXQcr Uc Jmegl N gqgumpb

After installation is complete, you need to
password for the web management interface.

command | i ne:

sbc set cr eddce natdid®lws: Pas swor d

I nstall at

ati

passwo

nst al

conf i

Execute

Example: (Set the username to admin and t he
sbc setcr eddce natdinailns: ad mi n
Copyriggew Rock Technologies, l nc.
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SAml dgespgl @@A ?bk@®@ gogcpbr mg

Jme gl rrm rfc Q@A _bkglgqgrp_r mp _aicl

StepOben your browser. Enter the SBC address, exam

M\ 5x10000-S

NeWROCK

i

Fi g6eBC Backend Login Screen

Step Enhtehe user name askrp asasmeo rath.dl edaudwortd admin

5,Mncp _Epmps n
I n the management interface of the SBC, the "Operator

configure and manage the authentication mechanism for

This section provides nfacmramgiementi o€l edirmngefr Piaut hent.

name/ password authentication. The administrator can a
in this interface to ensure the correct connection an
device and the external net wor k.

5,/ ,GIN acprgdga _r gml

I P aut henvteirciaftiieosn t he validity of a connection reques
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preset | P address. The administrator can configure th

NeW ROAOCK

Carrier Groups

IP Auth Username/Password Auth
m Refresh
Domains
No. Name carriers
Inbound Routes
Outbound Routes 515 n wE 1@ 1057

Call Tracking

Networks

FigrP Authentication Interface

StepNavigate to Carrier Groups > CBnAugheéati oat i on
Group
Edit Your Carrier Group X

* Group Name IMS

Auth Endpoints

Registration Type

StepFRIIl in the group name
Edit Your Carrier Group X

\

* Group Name IMS

Auth Endpoints

Registration Type

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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Fi gdFiell in the group name

StepCBiEkdpoi nt ¢ @ad dApdedr at or. det ai | s
Edit Your Carrier Group X

* Group Name IMS

~

Auth Endpoints

No. Carrier ID Name Hostname/IP  Strip Prefix Interface

1 12 MX8G-143... 192.168.143.. 0 eths va.. (I
2 13 MX8G-140... 192.168.140... 0 eths va.. [

FigBEdit Operator Group

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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Edit Your Carrier Detail X
a
Name MX8G-143.164
* Hostname/IP 192.168.143.164:5060
Strip 0
Prefix
* Interface eth5_v4:1(4444)
Recording Q Off On
rport Q Off On
Media template None i
Call allowlist template None
Call blocklist template None
DTMF template None
Call rate template None
NumberReplace template None
v

FigQAedi ng Operator Group Details
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Tabd4leP Certi ficati on

I t em Definition

Hostname/ | P The hostname or | P address of t]
establish a network connection

Host nalm®plor t The hostname or | P address of tt#
port number. The port number def

First digit r|{Number of characters to be remo

calls). A certain number of cha
from the URI of a cal/l request.
Add Prefi x Adds a prefix to the RURI of an

combination -9F, dfgi#s a§40d + for

number s.

outgoing inte|Select the outbound interface t

outbound calls fl ow.

sound recordi|Set the recording function to r ¢

out bound calls when it is turne
of f
Rport Set whether to enable the Rport

support NAT penetration and ens

target device correctly.

Medi a Templ at|Set wuprecaltled media templates fo

processing media streams such ajg

Call whitelis|Select a call whitelist templ at ¢
templ at es ensure that |l egitimate call s ar ¢
Cal | Bl acklis|{Select the Call Bl acklist templ

and preventing malicious call s f

DTMF templ ate|Select the DTMF templ ate for col

for key tones (DTMF).

Call frequenc|Select a call frequency templ at ¢
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calls to prevent malicious cal/l
Number fTomms$ o|Sel ect a nufnobremmi ¢ m anmemp b mthd | har
Templ at es numbers, such as removing area (¢
Bcjcrc Clbnmglraq
Click Delete in the | ower right corner to delete
Edit Your Carrier Group X
* Group Name IMS
Auth Endpoints
No. Carrier ID Name Hostname/IP Strip Prefix Interface \
1 12 MX8G-143164  192.168.143.1645.. O eth5 va1(4...
2 13 MX8G-140155  192.168.140.1555... 0 eth5 v4:1(4..
Cancel n
Figabbeel ete Endpoints
Pcdpdmbec
Click Refresh to fefamhé.osim the node in
NeW ROCK Cami
arrier Groups
P Auth Username/Password Auth
PBX \
=
Domains
No. Name carriers
Inbound Routes
1 IMS 12,13 u n
Qutbound Routes nis n sis 1 m 108/
Fi gadRef resh Node
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5,7 S@cp L_kc-N_qgqumpb ?srfclrga_r gml
Dgjrcpgl e Sqcpqg

Enter thaemesend aut hentication user. name to quickly f

NeW ROCK

Carrier Groups

IP Auth Username/Password Auth
PBX B
Domains |
Batch import m Refresh
Inbound Routes
No Name Username Auth Username Server/Domain Proxy server
Outbound Routes
Call Tracking
FO%K 1| @k 1 m 1045/

FigauaeFi | tering Users

@r a&Bnmpr

SBC supports batch import of operator groups

StepSél ect Outgoing I nterface

Import carrier groups in batches X
*|interface
* Import Info eth1 v4:1(5858)

eth5_v4:1(4444)

Template Download template

Cancel n

Fi guBxel ecting an Outgoing Interface

Stepl thportfiogmi on

Bmul jm_b Rcknj rcqg

Click Download Templ at es f o radhawmnl oaednpadnmnatiemport i n
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Import carrier groups in batches X

Interface

Template Download template

Cancel n

Figadbeownl oad Templ at e

@ raf Kmbgdw-Bcjcrc Sqcp L_kc N _gqumpb ?s
Click on the Bul k Modi f ¢gvbiue lke tmeo dbi ufti tcoant itoon paenrd del et i

username and password authentication.

Carrier Groups

IP Auth

G ez
No Name Username Auth Username Server/Domain Proxy server
HOo% n BiE 1 ji 104/

Fi gabBBulModi fy/ Del ete Username Password Authent

?bb sqgcpl _kc-n_gqumpb _srfclrga_rgml

Tabdrsddser name/ Password Authentication

It em Definition
Us elrD Enter the registered user nanrn
for authentication in the sy§¢

aut hentication with the exter

Aut hentication C/|Enter the password that accorn

Aut hentication UEnter the authentication user
accoufhbramn on that correspond
user name on the authenticati

aut henticate the source of t h

Regi stered Serve|lEnter the registration server
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provided by the operator for
Ensure that the device can pr

appropriate server.

Proxy Server Enter the address or | P of tH
setting of the proxy server' g
forward registration request g

communication traffic.

Qutgoing InterfalSelect Outbound Interface is
communication interface for (¢
that call requests can be out

net work path.

Pcdpcqgf asppclr sqgcpl _kc-n_gqumpb

Carrier Groups

IP Auth Username/Password Auth

Batch import m Refresh

5,N@V

Qapcclgle N@V

Enter a name/ usePBXamkeviocdsd .l ter

. - ] - |
NeWROCK
PBX
Carrier Groups
<] = -
No. Name Auth type UserName Online status Enabled state
Domains
1 OMX IP Auth [ 2 | o ]
Inbound Routes H1% n B 1 m 10541

Fi gafrei | t e&rhiendBX
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?bb N@V bcr gjq
Navigate to PBX and click Add to add PBX det a

NeW ROCK

PBX

Carrier Groups
o] B3| -

No Name Auth type UserName Online status Enabled state

Domains
1 oMX P Auth n Ex

Inbound Routes H1% n B 1 m 1040

Qutbound Routes

Figavled®®BX Details

Add Endpoint Group Details X
“ Name
* @ Max. Calls

Auth Endpoints

Auth type ©Q [P Auth Username/Password Auth

cancel n

Fi gaBedd®PBX De2ails

TabdNe w B X

| t em Definition

Il t em The name of the PBX

Maxi mCmncurrent Sets the maxi mum number of ¢
this PBX system. This value

of calls that can be process

q

€

Accreditation Supports | P authentication a

aut henticati on.

i

?bb Cl bnmgl r q

Click Add in the | ower | ef t corner to add a n

ew
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he

Add Endpoint Group Details
Name
® Max. Calls

Auth

Endpoints

r'd

Cancel

Fi gatBNew Endpoints

TabdNew Endpoints

SBC Admini str

It em Definition

Ho st nédnke The hostname or | P address of ¢t
establish a network connection

Host ndAmdPor t The hostname or | P address of t]
port number. The port number def

FirDsitgit RemoviNumber of characters to remove f
calls). A certain number of cha
URI for <call request s.

Add Prefi x Adds a prefix to the RURI of an
combination -9F, dfgi#s &40d + for
number s.

Outgoing Inte|Select the outbound interface t
out bound calls fl ow.

Sound Recordi|Set the recording function to r¢
outbound calls when it is turne
of f

Rport Set whether to enabl kptome RpBomts
support NAT penetration and ens
target device correctly.
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Media Templ at|Set upreclaltled media templ ates fo

processing media streams such af;g

CaWhitelistin/Select a call whitelist templ at ¢
Templ at es ensure that | egitimate calls ar g
Cal | Bl acklis|{Select a call bl acklist templ at ¢

preventing malicious calls from

DTMHFempl at es Select the DTMF template for colf

for key tones (DTMF) .

CaFrequency Select a call frequency templ at ¢

Templ at es calls to prevent malicious cal/l

Number Transf |Select a nufnobrermi am amesmp O mthe | nar

Templ at es numbers, such as removing area ¢
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Pcdpcqgf Jgaqr

Click the Refresh button on the right to refresh

NeW ROCK PBX

Carrier Groups
n n fetresh

No. Name Auth type UserName Online status Enabled state
Domains
1 o i auth |
Inbound Routes H1% n BitE 1 @ 1037/
Outbound Routes
Figadbreefreshes the | i st

Dgj Jgagp Rw nwe
Click on the Ilist's option box to filter by type

NeWROCK [

Carrier Groups
o -
No. Name Auth type UserName Online status Enabled state

IP Auth
Inbound Routes 1% n
Username/Password Auth

I

m 105/

Outbound Routes

Figadr | ter | ist by type

Cbgr-Bcjcrc ddpkengmgll r Gl

NeW ROCK PEX

Carrier Groups
o = -

No. Name Auth type UserName Online status Enabled state \

Domains
1 oMX IP Auth “

Inbound Routes H1&E n BifE 1 M@ 104%S

Qutbound Routes

Figaeedi t/ Del et e fEOmadtpiodamt | n
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5,Bmk &KIL I eckclr
Lc uBmk _ gl
Step Na¥Yigate to Domain Management, click Add, and fil
i mMorami.on

Add New Domain

* Domain Name

Domain Type Select Domain Type

Mapped Endpoints

Notes

S o |
Fi g@aBNew Domai n
Tabd8New field
I t em Definition
Domain |[Enter the domain names to be added, f o
name domainB.com. Multiple domain names <can
Domain |[Pl ease select the type of this domain
type type from the dr(ofpo rdwawnd niReengui.str ati ons
Calls Only Call s)

MappingEnter a PBX I D that wildl be mapped to
endpoinidentifier of the PBX.
Not e Provide a description or note about th
Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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QupcclBmke gl

Entering a domain name says that the domain can be fi

NeW ROCK :
Domains
Carrier Groups u | n .
Refresh
PBX
No. Domain Name Domain Type Domain Created By Mapped Endpoints Notes
1 om10kv6.reg.com Trans register to PBX  Manually Created n n
bound Routes 2 192.168.143.91:8899  Trans register to PBX  Manually Created [« W o |
t24 n Eives 1 ] 1044/1E
Outbound Routes
Call Tracking
Figadrei | ter Fields
5, msgbel jgle
5,2,Lsk cp Pmsrgl e
Navigate to I nbound Routing > Nomhbhedd Bowmewnguambeérclioc

i - [ I
N=WROCK Inbound Routes ' Num Routes

Carrier Groups
n m il

o PBX
Number Rule ( I t
No ® Carrier/PBX Name

1 16022222222 OMX toPBX n

Inbound Routes
FI1&K n BHE 1 & 104/

Domains

Domain Routes

Fi g@abBneumber routing

Tabd9Number Routing

I t em Definition
I tem Enter a name for this inbound mappi
Numbering |l nput number rules, for example: -293

1 digit;2,B3?0[® i s used to match a

expressions ar®efisett hbemattcbing rul

supported characters include:

[M®]: match any number from 0O to 9.
[ AZ]: match any |l etter.

[1,2,3]: match any one of 1, 2 or 3
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Call ed NunSets the target number for called n

Conversiornmatches to

Carrier/ PHSelect the céit MSer OMX,)PBXKIXYWhIL Bh t he

applies. Select the appropriate car
needed.
failover Set whether to enable failover forw

forwardindgreceived by ot herSuwpupoerst ofrort acragleltesd

translation and carrier)PBX (I MS, O

5,2 Bhk _dl kdPmsr gl e

ClicktdNewm@dwadomai.n rout e

Add a new domain route

Name

Caller domain

* Carrier/PBX

Fi g@eleomai n Name Routing

TablO®omain Name Routing

Il tem Definition

Il t em Enter a name for this do

identifies the route.

domain name of the p|Enter the domain name of
the name of the domalindicate which calling d
call ed) appli e&Nottea. Route priorit
be modi fied in 'Applicat

Carrier/ PBX Select the carrier or PB

applies to(tt MiSs ©OMXt)e OMX
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5,PRnsrgl e
5,3Lisk cp Pmsrgle

Navigate to Outbound Routing > Number Routing and cli

routing.

Add an outbound route

@ From rule
@ To rule
Carrier Group

Route validity time template

Cance| n

Figa@amMaambeRouting

Tabl®Wumber Routing

Gr c k Bcdgl gr gml

I tem Enter the name of this outgoing

and differentiate between diffe

Calling rules|Enter the rules for the calling

The called ru|lEnter the rule for the call ed n

Operator grou|lSelect the carrier group to whi

Routing effec|Sel mante or timmeet empl ates for the

templ at e ef fect

Cbgr-Bcjcrec

Click Edit/ Delete in the | ower right corner to del et e
o i
NeWROCK Outbound Routes ' Num Routes

Carrier Groups n m
Refresh

PBX

No. From rule To rule Carrier Group Name \
Domains 1 16011111111 IMS tolMs (=)
Inbound Routes & n wotE| 1 | 10

Outbound Routes

FigaBedit/ Del et e
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5, 3 Bthk dl kdPmsr gl e
Click Add in the | ower | eft corner to add domai

Add a new domain route

Name

* Callee domain

* Carrier Group

Route validity time template

SBC Admini str

Figaeeddi ng a Domain Route
Tabl2Add Domain Routing
Gr c k Bcdgl gr gml
I'tem Enter the name of this outgoing
and differentiate between diffe
Calling rules|Enter the rules for the calling
The called ru|{Enter the rule for the called n
operator grou|Select the carrier group to whi
Routing Effec|Sel @ente or tinmeet empl ates for the
Templ at e ef fect
5,M Rg_aigle
Navigate to Call Tracking and click New to add a
Add Call tracing configuration
Fig@bkall Tracking
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Tabl3€all Tracking
I tem Definition
Call er Enter orn ndfdelren@atb oon t he calling part

initiating the call

Call ed Enter orn ndfdelren@ath oo t he call ed party

specify the party that wildl answer
Calling adEnter the | P address or domain name
Called adgEnter the I P address or domain name

Ret ai ne¢totnifmegur ati on

Click Retention Time Configuration to set the retent:i
N=WROCK Call Tracking \
PBX
No. Caller Callee Caller Url Callee Url
Domains 1 61202702 E B
2 30002 m

Inbound Routes

Outbound Routes

Num Routes

Domain Routes

Retention Duration Configuration X
Retention duration: 7
Day

Fig@dReserved Timing Configuration
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5,lcrunpil eckclr
5,5 ,LErum@ir sn

Default Route Configuration
Navigate to Network Management o> ebheet woertkw oQokn fciognufriagtuirc

for the corresponding interface.

Default route configuration
* Interface name  eth0

Default gateway 192.168.2.1

Cancel n

Fi g8BPNet wor k Settings

Tabl4let wor k Settings

Il t em Definition

interface |Sel ect or enter the name of a net wo
traffic is sent. The interface name

or virtual network interface in the

default ggEnter the I P address of the default
address of the router or net wor k de

forwarded to other net wor ks when th

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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Net wor k setup

Navigate to Network Managemealtl ow Na&d miomiks tSredtt o mg st d oc
the device's network interface, including parameters

DNS server, and static routing.

Edit network configuration
Network port

Type DHCP @ StaticIP

IP address configuration Static route

IP Address Netmask Operate

192.168.2.240 255.255.255.0 n

Preferred DNS 114.114.114.114

Alternate DNS

cancel n

Fig@Bet work Setup 2

TablSetwork Settings

Il tem Definition

Port Na me Sets the name of the network inter

interface.

typol ogy Select the type ofywnwetwan kK'chhh@R'e fag
"Static I P" type.

Preferred D/Configure the I P address of the pi

to resolve domain names to | P addr

Al ternate D/{Configure the | P address of the ba

resolution when the preferred DNS

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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5, 5 Nompr Amldgesp_r gml
Lcu jgqrclgle nmpr

Navigate to Network Management > Port Configuration &

Add listening port configuration
* Port
* Network port

* Protocal

NAT Address

Sapoed n

FigBdkew | istening port

Tabl&ort Configuration

Il tem Definition
Ports Configure the port number to |
Port name Sel ect the name of the network

l'istening

Pact Select the networ k PBSruptpoapdrieodt oc d
UDP, TCP, TLS.

NAT address Configure the address used duri
Transl ation (NAT) for mapping n

intranet and extranet.

Efjm _j amldgesp_r gml
Tabl 7l obal Configuration

I t em Definition

NAT Pings I1|Configure the time interval i n sedqd
This item is used to send ping reg¢
periodically tfoorpmi meent . NAT

0 means disable this function and

Range-:600 seconds.

NAT Pings p|/This field configures the destinat

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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general, the system periodically ¢
addresses of registered endpoints

prevent connection disconnection

Cl apwn?jgemhpgr f k
CliEkit Listening Pboots€ontheueatcrygpti on algorithm an
Tabl8ncryption Algorithm

Edit listening port configuration
INETWOTK POrt

IP Address

Netmask

Protocal udp tep

NAT Address 192.168.190.211

Encryption off

Encryption key

NAT pings o Ooff On UDP only

Fi gBBeencryption algorithm

5,Fcpkgl ] Pcampbaqg
Di splays theinégr matcacmtoahcotr matamdh sour ¢cefaddmaés ®n

related to each termrmiprkall _de pica@upibmk tfhiel t ering is supp

Terminal Records

Carrier Groups
Refresh

NeWROCK

PBX

No. Username Contact information Source a ddress informa tion
Domains
Inbound Routes 208 [ 1] WE 1 W 104%m
Fi gB86Teer mi nal Records

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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5,A jPcampb
Navigate to > Call Hi story, which supports filtering,

historical call history.

NeWROCK

Call Detail Records Screening
Delete
Cartier Groups n | N
et

- Play  pownload

No. Caller Callee Call Start Duration(s) Direction Caller Url Callee Url Call-ID
Domains 1 30002 61202702 2024-12-05 02.... 4 Inbound sip:192.168.... sip:6120270... 17333645601347212960-0@1...

2 30002 61202702 2024-12-05 02 6 Inbound sip:192.168, sip:6120270. 17333645311336118142-0@1
Inbound Routes

3 61202702 30002 2024120502... 4 Inbound sip:192.168... 1733364519359296517-0@19...

Outbound Routes a 61202702 30002 2024-12-0502... 2 Inbound sip:192.168....

17333644961766590463-0@1.

61202702 30002 2024-12-05 02 7 Inbound sip:192.168. sip:30002@. 17333644731483795932-0@1
Num Routes

[ & ]
[ & ]
£
[ & ]
[ & ]
[ & ]

2000 30002 2024-11-07 06: 12 Inbound sip:[2001:47 $ip:30002@. 173095969318
Domain Rov
7 8000 30002 2024-11-07 03.... 14 Inbound sip:[2001:47.. sip:30002@... 173094853
Call Tracking 8 30002 8002 2024-11-06 02 61 Inbound sip:192.168, sip:8002@[2. 173085 512 7-0@1
9 30002 8002 2024-11-050%... 7 Inbound sip192.168...  sip:8002@[2..  1730800115563489795-0@19...
Networks.
10 30002 8002 2024-11-05 09.... 5 Inbound sip:192.168.... sip:8002@[2. 1730799412599351603-0@19...

Terminal Records

e

15 & B:

Fi g@iwrCal I Log

Tablao€al

Log

Il tem Definition

Call er The uwmsaeme or number of the use

initiated the call

Call ed The user name oOfr number of t h

the calll

Starting ti me The timestamp of the start of

Duration (secon|The duration of the call i n s

Calling mode I nbound/ out bound.

Calling address|The address of the party init

Call ed address The address of the receiving

CadlID A unique identifier for each

session.
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5,/ Rcknj _rc K_I _eckclrtr
5,7 A_fj "~ j_ai _rldkujf grracqg j gqr
Navigate to Templ ate Management > Call Bl ack and Whi't

bl ack and cwahlilteed Inusmber prefix rul es.

Add Template X

Name

Description

Callee prefix: can be composed of +, #, * and numbers.

-1
cancel n

Fig@BNew Templ at e

Tabad®ew Templ at e

I tem Definition

I tem The name configured to identif
rul e.

Descriptive A detailed description of this

Prefix of the qA prefix rule used to specify
can consist of characters such

#, *), etc

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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5,/ BRKBcknj _rcq

Navigating to Templ at e tMaem aggemiemits t>r &tTdMF,can cr eat e a
transmission templates f oFr e&quiMdn dyu adi goales .Mu |l t i

Add DTMF Template

Name

Description

* Transmission method

Fi g8BeNewWwDTMF templ at e

Tabd2®ew DTMF templ ate

Il tem Definition

Il tem Configure the name of
identify and different
DTMF templ ates.

Descriptive A description of the t

Transmi ssion met hod Sel ects the transmissi

DTMF template. RFC2833

Transmiasrsd osnupported

5,/ A_IDgcoscRca&kwmj _rcq

Navigate to Templ ate Management Cn Qkhtel Arpepjqubpcgs dlkayp
RcknjCowrfi guration screenDefhidmpwi ameta¢ns ssealm as Cal l
Frequency per Second and Maxi mum Concurrent Call s, wh

the | oad and resource usage of the calling system.

Add call rate template

Name

Description

" @ Call rate

* @ Max. number of calls

FigdbCGall Frequency Templ ate
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Taba2€al | Frequency Templ at e
I tem Definition
I'tem Configure the name of the |{
di fferentiate between diffgq
templ at es.
Descriptive A description of the templ
understand the specific ap
configuration purpose of t
Call rate Sets the maximum number of
to 0, it means no call rat¢{
Maxi mum number of Sets the maxi mum number of
call s to 0, it means that the nu
not | imited.
5,7 Kcdg_ Ambca Rcknj _rcq
The configurati dmrus Krcdhegn Afmbtclaé Roewsjadmi ni strators t
Defintheooodecs to be used during media transmission.
used to select and manage the codecs (Codecs) support
guality and compatibility of voice communications.

Add Media Codec Template

Name
Description

Codec Disabled codecs

PCMU
PCMA
G722
G729
G723
speex
gsm
iLBC
amr
amr-wb

Figdivedi a

Enabled codecs

Codec

Templ at e

Taba3dmedi a Codec Templ at e
I tem Descriptive
I'tem Configure the name of

Document
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identify and different

media codec templ ates.

Descriptive A description of the t

Codecs Select the type of <cod

templ at e.

Enabl ed codes Select the enabled cod

Di sabled codes Select the disabled co

5,7 Pm3rgle CddRarkatcrRgkec
Navigate to > Template Management pfRORgkoDngPEJjEecti ve
RcknjCowrefiguration screen allows administrators to se

business processes, call routing,bamsedtrmest fieattiuors. t

Please add time rules template

* Name

Description

Start date

Start time

End date

End time

Working day unda Monday Tuesday Wednesday

Saturday

FigdPRouting Effective Time Templ at e

Taba24Routing Effective Time Templ at e

Il tem Definition

I'tem The name of the template that i

the different time rule templat

Descriptive A description of this time rul €

Start dat e The start date of the rule's en

Starting time |[The start time for the rule to

End dat e The date on which the rule ends§g
End ti me Time for the rule to end.
Wor kdays Select the applicable weekday t

take effect.
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5,/ Ls&k cp

Navigate to

the calling

ARclkeag¢ _rc
Templ at e

and called number s.

Add Template

Name
Description

Caller replacement rule Callee replacement rule

9${NUM} add 9 to the first of the number

${NUM)9 add 9 to the end of the number

9${NUM}9 add 9 at the beginning and end of the number

${NUM:n} deletes the first N digits of a number

${NUM:-n} indicates that the last N digits of the number are reserved
${NUM:x:y} indicates a number of ¥ bits starting from the x bit

Replacement rule

FigdBNmbeGhandgempl at e

ni

Managementorf Ngmbert EBoangkss

Taba5€hange of Number Templ ate

It em Definition

I tem The name of the template that i
the different number repl acemen

Descriptive A description of the number. reg

Calling number|{Setting the replacement rules f

replacement rusupporting a Wwarimaty of rul e

Call ed number |Setting the replacement rules f

replacement ruvariouBorméates

Document Y&r0s2Bdn Copyriggew Rock Technologies,
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5,/ Pnnjga_rgml Amldgesp_r gml

5,7 1QGN Aml dgesp_r gml

Navigate to Application Conf itdwer atoindn gurltR o®o n fnitgeu rf a
to adjust network | atency management and data transmi
communication, as well as to support customizing SIP

reqguest/ resporfsegannmse.ssage

i - [ |

N=WROCK Applications / SIP

[ o |
Terminal Records u

=]

Figddl P Configuration

Tabd61 P Configuration
I t em Definition
SI'P QoS Used to configure Quality of Se

communicatsopporting MiahOxml Qe L
Maximize Thtox@®&paxi mi ze (Rlexl Ghda)d i
Mi nimi z€¢ 00K

SI'P header fi|Set up customized SI P header fi
confi gukradaiton|SI P header fields and their cor

SI'P request/r|Configure specific fields in SI
message confi|to optimize messagetoendt ommi @amd

transfer.

RecoRdut e Enabl es or di satiRoas et hee aRleeado rfd e
used to recbomrinowmte in
Re quelsitn e Configure the, roepgtuieosntallliynewi t hou

it/ replaci hograinti omi tatboiut t he des

Request termifgSets the type of requesting end

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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substitutions for sourCoemtadcdr ed

5,/ Kcbbg_ Amldgesp_r gml
Navigate to Application Confighhat€Medni & Gedfiag Coaf i gn
interface is mainly used to optimize the quality of F

and also handles the configurat-rehaocofedmeeitdi adgdr esses

NeWROCK Applications | Media

=]

=3

=3

FigdbBwedi a Configuration

Tabd™edia Configuration
I t em Definition
RTP QoS Configure RTP quality

parameters to optimizi

RTP media streams.

RTP Port Mi n. Sets the minimum value

The range is 10000 to

RTP Por't Ma x i mum Sets the maxi mum value

The range is 10000 to

Medi a Addr ess Configure the media ad
address ashweNATaaddr e

Medi a Addrlesar rSien d Enable or disable the

|l earning feature.

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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5,7/A_1] Amldgesp_r gml

Navi gaAppltiocati on ConCGalglur@anfomgahatsti eenfi guration in
admini strator can set various parameters related to c
trunk mode, the priority configuration of routing rul

username, and the i PtTd ON&El mefs sagredi ifogrOPBX endpoints.

NeWROCK .‘-==
Fi gd6Call Configuration
Tabd8all Configuration
I t em Definition
I P Relay NConfigure the working mode of I P tr
mode or | oad balancing mode. Redund

automatic switching to the backup |
|l oad balancing mode is used tompbalva
overall system throughput.

| P Rel ay RedunBHrmaklye Mollee redundancy
main I P relay fails, it wildl aut oma
ensure the communication is not int
I P Trunking Load:Bmdlanei hgadoBla&l anc
di stribute call l oads to multiple t

processing pofweramaea.d per

I nbound RgConfigure routing rules for incomin
Configuratrules, routing priority, etc., to e

routed to the correct destinati on.
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Number MatchS$Setg Rpultethe matching rul
number, match and select route acco
number to ensure the incoming call
target e®Sdppionts matching only the
priority of called number, priority

Route PrioSdttyt lRalreaute priority fo

choose "Called Number Priority", "N
Name Route Priority" to control the
the route priority for incoming cal

Out bound Configure the routing priority for
Routing able to select the most appropriate
Configuratand efficiency of calls.

Route PrioSdattyt Raulreaute priority fo

select "Called Number Priority?", " N
Route Priority"™ to control the rout
route priority for incoming calls.

PBX userngConfigure the maximum | ength of the
maxi mum | gensure t hat the user name i s entere

configuratlength requlihriesmermptts.on supports cust

PBX EndpoilSets the interval at which OPTI ONS

Configuratstatus and availability of the endp

5,1 /A_2q daif-gdgqgr

Navigate to Application Configuration > Call/l Bl ack/ Wh
bl ack/ white I|ists. Calls are prioritized to detect th
detecting the black/white Ilist in the templ ate

Applications | Call Blocklist/Allowlist

Calls, the configured global blocklist and allowlist is checked first, and then the blocklist and allowdist in the template.

Blocklist

Callee prefix can be composed of +, # * and numbers.

Fi gdairCal | Bl ack/ White List
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Tabdao€al l Bl ack/ White List
Il tem Definition
I'tem The name configured to

number prefix rule.

Descriptive A detailed description
Prefix of the called n|A prefix rule used to
number. The prefix can
such as numbers, symbuo

5,/ Qaspkgriw eckclr

5,/ WUC/@ Bcdcl gc

Navigate to Security Managemenhte >WeWE BDedEMEBNSE.ONf i gur
interface, administrators can set up security measur e
prevent malicious at-tac&ses ¢sackiag, bbD068® attacks, etc

the system.

Ne=W ROCK

Security ' Web Defense
Carrier Groups

PBX

WEB defense: @ Off on
Domains

Interval: 0 minutes
Inbound Routes

Retry: 0
QOutbound Routes

Forbidden time: 0 minutes
Call Tracking

Networks E
Terminal Records

Call Detail Records

Template

Applications

Security

Fi gdaB¥EB DEFENSE

Tabd3I®EB DEFENSE

Il tem Definition

Web defense |[Enables or disables Web Defense,

applications from external attack

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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Time intervgSet the time interval for defense

Retries Sets the maxi mum number of attemp
interval

SanitizationSets the amount of time a user 1is
retry count is reached. Prevents
bypassing restrictions by making

5,/ @QAQBcdcl gc

Navigate to Security Managementhe> SSIH Dxeffeennssee ,c oannfdi g u
interface, administrators can set the security protec
configuration is used to prevent malicious attackers

as bffuwtrece breaking.

o - D I
N=WROCK Security / SSH Defense
Carrier Groups.
PBX
SSH: Off © On
Domains
SSH defense: @ Off on
Inbound Routes
Intenval: 0 minutes(SSH defense is at least 1 minute)
Outbound Routes
Retry: 0
Call Tracking
s Forbidden time: 0 minutes(SSH defense is at least 1 minute)
Terminal Records B
Call Detail Records
Template
N P addr
Applications
Security =
‘Web Defense
Fi gdpsxeSH Defense
Tab3d1l®SH Defense
Il tem Definition
SSHBef ense Enable or disable SSH defense to
SSH protocol
Ti me I ntervalSets the time interval for defen
time interval bet ween two SSH | o
Retries Set the maxi mum number of attemp
time interval. After this number
systemopseawmdef ensi ve measures (e.

Document Y&r0s2Bdn Copyriggew Rock Technologies, l nc.
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l ogin).

Sanitization|Set the |l ength of time to disabl

is reached to prevent attackers

making frequent attempts.

5,/ @GN Bcdcl gc

Navigate to Security Manbhgembat SbPPSDPf BrEensenfigurat
administrators can set up protection mechanisms agair
services from being attacked, especially against DDoS¢S

abusive behavior.

admin

Security ' SIP Defense

SIP Defense: On
Interval: 0 minutes
Max. packsts 0 Per second

Forbidden time: 0 minutes

Figbbxl P Defense

Tab3das|l Pef ense

I t em Definition
Sip defense Enabl e or disable the SIP prg
prevent the SIP protocol fro

or abused.

Ti me interval Sets the time interval of t hae
maxi mum number of SI P packet g

interval

Maxi mum number o|Set the maxi mum number of S| H
time interval, beyond which t

defense measures.

Q lgrg Set the time to disable SIP t
number of packets is reached

attacks from continuing.
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5,7 Mr2 8pdcl qcgq

Navigating to Security Manaagdmemits t> adtdcressr cDaerf ecnosrefsi,g u
mechani sms for different WINgpes ?afr atiIBB®KanmbicPe Ir u dii ng
Bcdc)] gamAINDj mmb ?rr _ai Bcdcl gc

=2
=
=
=
Fi gbdGt her defenses
Tab3d3®t her Defense
I tem Definition
Antpii ng Controls whether defens

requests (I CMP requests
Ping Flood attacks or m

requests

Udpf |l ood attack defens|Configure whether to en
attack defense mechani s
scal e UDP packet attack

bandwi dth or cause serv

5,/ ®®axcgqgqg rm "~ j _ai _I b ufgrc jgqrqg
Navigate to Security > AcceddheBlagank n& sWhiat @erLicam, swhe
addresses that are allowed or prohibited from accessi
[~
=

FigbGpReccessing the Black and White List
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Tab34ccess to Black and White Lists

Il t em Definition

Whi telilConfigure the list of I P addresses tha
interface, only I P addresses in this |

Bl acklilConfigure a |list of | P addresses that
interface; the |isted | P addresses wil

5,/ wgr Kkl eckclr

5,7/ Qwlgrck Aml dgesp_r gml

C @

c

nt e

C

Navigate to System Managemenitr Stylsd ehAn tCoondg 8 zgautriaadn o n ,
Management interface of the system, admi nistrators
| i ¢ enfsoerari ino n , including the certificate application
concurrency, and the numberTof pmaohgeabheliteemsaal pl e
your distributor.
==
FigBxystem Configuration
5, /718 m& K_| eckclr
Navigate to System Managemdmt t>helL dgp gMaveanqagmeeametn.t |
admi ni strators can configurfeoramdoni etv ahke Eystsmof
ml
=
=
Fi gbdleog Management
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Tab3isog Level s

I tem Definition
Log | evel Controls the | evel of |l ogging deta
such as debug, info, warn, error,
det ail edodammg oinn wi | | be recorded.
Call debuggdgEnables or driesladbtleeds dceaddg | 0ggi ng,
used to delkdqptedl If eatures. When en
processing of each call in detail
Current | o(Provides the function of downl oadi
downl oads administrators can downl oad the | o
backup.
Log migratilThis function is used to move 1| og
directory to other storage | ocatio
Hi storical System Log/ Call Log
The system supports viewing historical system | ogs ar
the | ower right caltoee mhchheestandbe downl oaded i mme
g
=
=
b = s
Fi gwrodi storical System Log/ Call Log
5,/ 1@ ®Bisn _| b Pcamtcpw
Navigate to System Management > Baadkmipni&s tRreasttorrse,carhr
easily backup and restore system conf ifgouramaito mntse cal |
prevent data | oss or system failure.

System | Backup and Restore

Click to get the file and select the file to upload

FigG6Backup and Recovery
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Tab3Backup and Recovery

| t em Definition

Data backiyUsed to back up the data of the cur
configuration files, call 1ogs, and

the event of a system failure.

Data recovyUsed to restore system data from a

system is restored to the state it

5,/ N, &i crgx _r gml

Navigate to System Management >Packet Capture, this fu
problem | ocalization, the captured patadmth,i sndempar ar
be downl oaded for analysis after capturing stops. Pr e

capture function.

Figboimbeat a Grab Bag

5,/ Mp8p_rigel
Navigate to System Management > Operation Logs and th

operation | ogs.

System  Operation lag

FigbGB®peration Log
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5,/ Pj4pk Jme

Navigate to System Management > Alarm Logs, admin
al arm | ogs, s uppwoeattthef illotgerriengnandn ti me.
=
a [ e
[ ]
FigbG6erel arm Log
Document Y&r0s2Bdn Copyriggew Rock Technologies, I
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SX10099ession Border

Controll er

Gl ossary of Ter ms

6

E] mgqg_p\

JcrrLmkcl aj _rspc Bcdgl gr g mli
? ?KP &?b_nr git cr cKs|Adapti veRaMue,tian audi o co
Ambgl e’ for speech compression.
? ?NG &?nnjga_rgml|{An APl is a set of rules
Gl rcpd_ac' di fferent programs to int
enabling software devel of
applications that can cor
applications or services
A AJG &Amkk I b Jgl{Command Line I nterface f
and management via the c¢
A AOA &Af gl _ Os_jg/lChina Quality Certificati
Acprgdga_r gml Aclcertification organizatid
A ABP &A_jj Bcr _gj|CDR is a system that recd¢
iforantion (e.g., call 1l en
participant numbers) abol
is used to analyze calll q
charges.
B BgddQcpt &Bgddcp|Di fferentiated Services,
Qcptgacaqg’ traffic by marking packet
B BBmQ &Bgqgqrpg src|Distributed Deni al of Sen
Qcptgac ?rr _aiq'|lattack that attacks a tanf
mul tiple sources.
B BmQ &Bclg_j md QDenial of Service, an atHt
resources through a | ar gg¢g
B BRJHQPRN &B_r _ep_|Datagram TransportSeayee
Rp_I gnmpr J_wcp |Realime Transport Hfriomteo cdc
Npmr mQumjaspctRBg&kcjlencryption protocol that
Rp_I gnmpr Npmr ma|SRTP.
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B BRKD &Bs | Rml ¢ DuaTone Murlgaguency for ke
Dpcosclaw Kmbec' transmission, commonly us

di aling and communicati of

D DOQNDg& j b Q _dcrw NFSP is a security protocod
devices and ensure secur ¢

E E,5// - E,501,/ Di fferent voice coding st
device is compatible witdH
communi cation systems angd

F F? &Fgef 2?2t _gj _"|High Availabili-machi heoto¢
backup to i mprove system
that the system conti nues

F FRRN - FRRNQ &FwHypertext Transfer Prot oogd

Rp_l gdcp NpmrmamProtocol Secure, used forn
HTTPS provides encrypted,
G GAKN &Gl rcplcr AlUsed to convey oaanathri iR
Kcgqg_ec Npmrmamj|net works, often used to ¢
net wor ks.

G GKQ &GN Ksjrgkchb|/I' P Multi media Sulbssgyed em,
mul ti media service archi't
voice, video and mul ti mecq(

G gJ@A &Tmgac mtcp|linternet Low Bitrate Cod g

Np mr ma mj Jmu @gr{communication for | ow ba

H Hgrrcp @sddcp A buffer used at the recsée
in network transmissions
data is continuous and s

J JB?N &Jgefrucgef|LDAP helps computers fing

aacqqg Npmrmamj ' '|or deivifcer matc¢lonmai b addr
or printers on a networ k,
for user and resource mat
organi zation.

K KQPN &Kcgg_ec Qc|Message Session Relay Pr g

Npmr mamj ' for instant messaging.
L LEL &Lcvr Eclcp_|Next Generati on Nestwnotrckh,i
Lcrumpi '’ based network architecturn
a variety of telecommuni (
(including voice, data arn
L L?R &Lcrumpi ?bb/Network Address Transl ati

of

Ter ms
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Rp_l gj _rgml’ private I P addresses to |

commonly wused in routers

L LRN - QLRN &Lcru/Network Time Protocol [
Np mr ma mj - Qgknj|Protocol for network ti mg
Rgkc Npmr mamj' ensure consistent time af(

M MN S Q An efficient voice and aly

redli me communicati on.

P PRN &Pc_j Rgkc R/ RealTime Transport Hriaeoco
Npmr mamj' - PRANControl Prot-ocome toanseask
Rp_l gnmpr Amlrpmaudi o and video dat a, RT(

transmission control and

P PCQRds | Describes a style of net.\

mani pul ates resour cwisa on
standHTrTdP met hods (e. g.,
DELETE) , often used in t
support expressive state
Q Q@A &Qcqgqgml @mp|Session Border Controll en
control and session manag(
secure the network border

Q QGN &Qcqgqg ml Gl g|Session Initiation Protog

modi fying and terminating
such as voice and video ¢

Q QPRN &QcasRmk cPc |Secur e-TRen®&l Transport Pro
Rp_l gnmpr Npmr majencrypti-thigme eaddi o and vi

ensure secure communicati

Q QQF &Qcaspc Qfcj|Secure Shell, encrypted (
Np mr mamj ' management for secure ref

Q QQJ & QcJlaswogpr w SSL is a security protocogq
2epcckclr encrypted connection over

to ensure the security of
bet ween the server and t}

R RJQ &Rp_Il gnmpr J/Transport Layer Security,
npmr mamj ' encrypting transport | ayg

R RAN &Rp_Il gkggqggmTCP is a network protocol
Npmr mamj ' packets are transmitted &

error through an acknowl ¢
retransmi ssion mechani sm,
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applications that requir g
eemail and file transfers,
S SBN &Sqcp B_r _ep/lUDP is a fast network tr 3

does not guarantee packet
the unit of transmission

"dat agtamis used for vi dg

online gaming, where speg¢g

than transmission reliabi

T TJIJ?2L &Tgprs _|j JmVirtual Local Area Net wor
Lcrumpi ' network into | ogical segrt

i solation and traffic manr

T TE? &Tgbcm Ep_nf|Video Graphics Array, an

output .
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