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Amendment Records

Document Rev.05 (December 2024)

Deletion of discontinued devices HX4E, MX8A according to GA version update.

Document Rev. 04 (September 2019)

This manual is applicable to HX4G/MX8G Voice Gateway V367,

HX4E/MX8A/MX60E/MX120G Voice Gateway V351.

Document Rev. 03 (November 2017)

Added HX4G and MX8G. This manual is applicable to New Rock's HX4G/MX8G Voice
Gateway V356, HX4E/MX8A/MX60E/MX120G Voice Gateway V351, and MX60 Voice

Gateway V344.P2.

Document Rev. 02 (March 2017)

Added MX60E, and removed MX120. This manual is applicable to New Rock's MX series

Voice Gateway V351.

Document Rev. 01 (June 2016)

This manual is applicable to New Rock’s MX series Voice Gateway V344.
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Overview

1 Overview

1.1 Product Introduction

MX Series intelligent VoIP Gateways (MX Gateways) are designed to bridge the traditional

telecom terminal device into IP networks through SIP or MGCP protocols. The main

applications include:

For carriers and value-added service providers to provide telephone, fax and voice-
band data services to subscribers using IP access methods such as FTTB, HFC, and

ADSL;

To bridge the traditional telecom terminal equipment, such as PBXs, to the VolP core
networks of carriers;

To connect with an enterprise PBX to provide IP-based voice private network
solutions for institutions, enterprises and schools;

To be used as remote access equipment for IP-PBXs in call center deployment

The MX family has eight sub-series: HX4G, MX8G. MX8G-A. MX60E-A. MX60E-G.

MX120G. MX120G-A. MX120G-P, which mainly differ in port capacities.

Table 1-1 MX Series Gateway Hardware Specifications

Voice Chassis Installation CPU RAM Flash Power
Model
ports
HX4G 2/4 Plastic Desktop Dual-core 256M | 16MB 12 VDC
Casing processor, B
880MHz
MX8G 8 Metal Desktop or | Dual-core 256M 16MB 12VDC
rack processor, B
880MHz
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Voice
ports

Model

Chassis

Installation

CPU

RAM

Flash

Power

MX60E 16 - 48

19-inch
wide and

Rack

TI A8, 1GHz

128M

32MB

100-240

B VAC, -36
1U High to -72
VDC
(optional)

Dual
power
(optional)

MX120G | 48-96 | 19-inch Rack TI A8, 1GHz 256M 100-240
wide and B VAC, -36
2U High to -72
vDC

(optional)

32MB

Dual
power
(optional)

Hardware for MX series gateways uses high-performance CPUs, ensuring that each

product of the series can achieve full-capacity concurrent calls with high speech quality.

MX gateways software adopts the stable and reliable embedded Linux operating system
(OS), implementing scores of business phone functions, including: call forwarding, call
transfer, call hold, teleconference, caller identification, Do Not Disturb, ring-back tone,
hunt group simultaneous ring, distinctive ring, one phone with two numbers, and fax. In
addition, MX gateways are featured with FXO port second stage dialing with voice prompt,
routing table with a maximum of 500 entries, phone digit manipulation, and PSTN failover

upon power-off or network disconnection.

MX gateways support local and remote management operations through Web GUI or SSH,
SNMPv2-based and TR069/TR104/TR106-based centralized management schemes, and

auto provisioning. Maintenance tasks such as modifying configuration, upgrading
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software, collecting statistical data, downloading logs, and fault alarms can be performed.

Note: PSTN failover upon power-off or network disconnection is supported by devices

with both the FXS port and the FXO port.

1.2 Functions and Features

Connect analog telephone, PBX, facsimile machine and POS machine to the IP core
network, or PSTN

Work with a service platform to provide various telephone supplementary services
Support protocols: SIP, MGCP

Support STUN. Detecting changes of the reflexive address of the device via STUN,
and then triggering re-registration to the SIP registrar server.

Flexible configuration of subscriber/trunk interfaces
Support G.711, G.729
Support echo cancellation
Up to 500 routing rules can be stored in gateways
Intercom
Support concurrent calls under full load
Support call progress tones for various countries and regions
Support Line second stage dialing or voice prompt
Support PSTN failover on power or network failure
Security strategy: IP filter, encryption
Support PSTN failover through FXO ports

Support G.711 fax pass-through and T.38 fax relay
Support polarity inverse detection and busy tone detection
3-way calling

Compatible with unified communication solutions, such as Call Manager, Lync,
Asterisk and Free SWITCH

Support SNMPv2 and TR069/TR104/TR106

Support Web GUI-based management , SSH, automatic software upgrades, and
configuration downloading

Support high availability, implementing a cloud of SIP servers working in primary-
standby or load balancing mode
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Support auto provisioning

Support security settings such as accessing whitelists

Message waiting indications (MWI) with high voltage, FSK, or reversed polarity
Support accessing the Web GUI by using HTTPS

Support Ping blocking

Support optional voice interface cards (only supported by the MX120G)
Support the VPN client (only available with the HX4G/MX8G)

Support VLAN

Support New Rock Cloud, allowing New Rock devices located behind NAT or firewall
to be easily accessed.

1.3 Equipment Structure

1.3.1 HX4G

The HXA4G adopts a compact plastic structural design and can be placed on a desk.
It provides either two or four FXS/FXO ports.
The HXAG supports the following models.

Table 1-2 Configuration Combination of HX4G

Models Number of FXS Ports Number of FXO Ports
HX402G 2 0
HX420G 0 2
HX422G 2 2
HX440G 0 4
HX404G 4 0

Figure 1 -1 HX4G Front Panel

O wan PC

FXS1 FXS2 FXO1 FX02
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Table 1-3 Description of HX4G Front Panel

Item Description

O Power Indicator

WAN WAN interface indicator
PC PC interface indicator
FXO/FXS FXS/FXO port indicator

Figure 1 -2 HX4G Back Panel

FX02 FX01 FXS2 FXS1 PC WAN PWR

Table 1-4 Description of HX4G Back Panel

Item Description

PWR Power interface, 12 VDC input

PC and The PC port is used to connect a computer.

WAN The WAN port is used to connect the uplink network.

Both are 10/100 Mbps Ethernet ports (RJ45). They share one IP address, which, by
default, is obtained through DHCP. If no IP address is obtained, 192.168.2.218 is used
by default, and you can change it on Basic > Network page.

FXO/FXS | FXS port or FXO port

Table 1-5 Indicator Status of HX4G

Indicator Status Description

Blinking green The device is starting.

PWR(green) Steady green The device is running.

Off The device is powered off or a power supply fault occurred

The WAN interface failed to acquire the IP address. Possibly
the WAN interface is not connected to a network cable, the

Steady red
WAN interface address failed to be acquired by DHCP, the IP
addresses are conflicted, and the PPPoE dialing failed.
Blinking red The device is starting or the KUPDATE is upgrading.
STU Steady green Registration is successful.

(red, green) | Blinking

alternatively . . .
Registration failed.
between red

and green

Blinking green Calling.

Off Registration has not started.
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Indicator Status Description
WAN Steady green A WAN connection is established without any service flow.
( | Blinking green A WAN connection is established with service flow.
reen
9 Off WAN interface is disconnected.
PC Steady green A link is connected without any service flow.
Blinking green A service flow is being transmitted.
(green)
Off A link is not connected.
Steady green Off-hook or call established on FXS port
FXS/FXO L Ringing of incoming call on FXS port or no line is connected
Blinking green
(green) on FXO port
Off The port is in idle status
1.3.2 MX8G

The MX8G adopts a compact metal structural design. It can be placed on a desk or

installed in a standard communications cabinet and provides eight analog ports.

MX8G supports the following types of configuration.

Table 1-6 Configuration Combination of MX8G

Models Number of FXS Ports Number of FXO Ports
MX8G-4S/4 4 4
MX8G-8S 8 0
MX8G-8FXO 0 8

Table 1-7 Voice Interface Cards Supported by the MX8G

Voice Interface Card Types Number of FXS Ports Number of FXO Ports
401A-4FXS 4 0
401A-4FX0O 0 4
401A-2FXS/2FX0O 2 2
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Figure 1 -3 MX8G Front Panel (Factory has white and Black case, final color is based on PO
requirements.)

s VOICE
PWR STU WAN PC 1 2 5 6

N Do~

3 4 7
o © o

New Rock
L \ Yellow=FXO

Table 1-8 Description of MX8G Front Panel

Item Description

PWR Power indicator

STU Status indicator
WAN WAN interface indicator
PC PC interface indicator

VOICE FXS/FXO port indicator

Figure 1 -4 MX8G Back Panel

FXO FXO FXS FXS FXO FXO FX8 FXS PC WAN CON PWR

[TTTTTTT LY Tl 16y K8

Table 1-9 Description of MX8G Back Panel

Item Description

CON The console port is used for local management and testing. PCs can be connected to
device by linking the R$232 port to CON port.

Connecting cables need to be produced or purchased.

If the connection is established between the device and the mobile PC with no RS232
ports, please use the cable together with a USB to an RS232 converter cable.

Cables are shown below in Figure 1-5 and Figure 1-6.

PC/WAN The PC port is used to connect a computer.
The WAN port is used to connect the uplink network.

Both are 10/100 Mbps Ethernet ports (RJ45). They share one IP address, which, by
default, is obtained through DHCP. If no IP address is obtained, 192.168.2.218 is used
by default, and you can change it on Basic > Network page.

FXO/FXS FXS port or FXO port
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Figure 1 -5 RJ45 to RS232 Serial Cable

Cable

Table 1-10 Indicator Status of MX8G

Indicator

Status

Description

Blinking green

The device is starting.

PWR (green) | Steady green The device is running.
Off The device is powered off or a power supply fault occurred.
The WAN interface failed to acquire the IP address. Possibly
Steady red the WAN interface is not connected to a network cable, the
WAN interface address fails to be acquired by DHCP, the IP
addresses are conflicted, and the PPPoE dialing fails.
Blinking red The device is starting or the KUPDATE is upgrading.
STU Steady green Registration is successful.
(red, green) Blinking

alternatively
between red
and green

Registration failed.

Blinking green

Calling

Off

Registration has not started.

WAN Steady green A WAN connection is established without any service flow.
( ) Blinking green A WAN connection is established with service flow.
reen
g Off WAN interface is disconnected.
PC Steady green A link is connected without any service flow.
Blinking green A service flow is being transmitted.
(green)
Off A link is not connected.
Indicates line type and device status:
Blinking yellow The device is starting and the port is an FXO port.
Blinking green The device is starting and the port is an FXS port.
No line is detected. Possibly the voice interface card is not
VOICE Off . .
inserted or the port is damaged.
(Green-FXS, - -
Indicates running status:
yellow-FXO)

Steady yellow

Calling in or out via an analog trunk.

Blinking yellow

Ringing of incoming call on FXO port or no line is connected
on FXO port

Steady green

Off-hook or call established

Document Version 05
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Indicator Status Description
Blinking green Ringing on incoming call
Off The port is in idle status

Note: The device starts up for approximate 30s to indicate line type, then
indicates running status.

Indicator of button:

To restore the MX8G to factory default, press the RST for more than 3 seconds
RST and release it when the STU light starts blinking in red. This setting will be valid

after rebooting the device.

1.3.3 MX60E-A/MX60E-G

MX60E-A/MX60E-G is an upgrade product of MX60. Designed with a 1U high and 19-inch
wide compact chassis, MX60E-A/MX60E-G is suitable for installation in a standard
cabinet. MX60E-A/MX60E-G has a built-in power module with the rating voltage of 100-
240V AC or -48 V DC (DC is optional). Optionally, the device may use dual power supplies.
The interface card of MX60E-A/MX60E-G uses a RJ-45/RJ-21 socket and is connected to
the distribution panel in the equipment room by using CAT-5 cables. MX60E-A/MX60E-
G offers up to 48 analog line ports and supports the following configurations:

Table 1-11 Configuration Combination of MX60E-A/MX60E-G

Models Number of FXS Ports Number of FXO Ports
MX60E-A-16S 16 0

MX60E-A-32S 32 0

MX60E-A-48S 48 0

MX60E-A-16FXO 0 16

MX60E-A-32FXO 0 32

MX60E-A-48FXO 0 48

MX60E-A-8S/8 8 8

MX60E-A-245/8 24 8

MX60E-A-40S/8 40 8

MX60E-A-165/16 16 16

MX60E-A-325/16 32 16

MX60E-A-245/24 24 24
MX60E-A/MX60E-G-RJ45 Multi-model support Multi-model support
MX60E-A/MX60E-G-RJ21 24/48 0
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Figure 1 -7 MX60E-A Front Panel

Table 1-12 Description of MX60E-A Front Panel

Item

Remarks

Each interface slot has four RJ45 sockets; each RJ45 socket corresponds with four
pairs of analog lines. CAT-5 cables are used to connect the interface card and
distribution panel in equipment installation. For corresponding relations of RJ45 and
RJ11, see 7 Appendix: RJ45 and RJ11 Corresponding Relations.

Note: Numbers of interface slots vary from different configuration. Numbering
definition of interface slots: on the left side of chassis is #1 slot (marked with No.1 to
16), in the middle of chassis is #2 slot (marked with No.17 to 32), on the right side of
chassis is #3 slot (marked with No.33 to 48).

Matrix of 4 x 4 LED status indicators on the interface card. Each column of LED
indicator matrix matches four telephone lines on a RJ45. The first column on the left
matches Line 1-4 respectively from top to bottom, the first column on the right
matches Line 13-16 respectively from top to bottom, and the middle columns in the
same manner.

Figure 1 -8 MX60E-G (RJ21) Front Panel

-
NEWROCTK

Figure 1 -9 MX60E-A Back Panel-AC

~100-240V;50/60Hz; 1.2A Max
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Table 1-13 Description of MX60E Back Panel

Item Description

@ Ground pole

PWR/STU/ALM | Indicator, see Table 1-14 for description

CON Configuration interface (CON), used for local management and debugging

ETH1/ETH2 Two 10/100 Mbps Ethernet ports (RJ45). They share one IP address, which by
default is 192.168.2.240, and you can change it on Basic > Network page.

- AC power socket, 100-240 VAC voltage input.

Table 1-14 Meanings of MX60E Indicators

Mark | Function Status Description
Power Green Power on
PWR .
Indication | off Power off
Off System locked and inactive
Status
STU - Blinkin
Indication 9 Normal operation
green
Off No alarms

Blinking red New alarms occurred but not confirmed.

Alarm
ALM i i
Indication | Steady Red System in the process of powered up and not in the normal
operation mode

Red Alarms existed and all alarm information confirmed.

Table 1-15 MX60E System Operation Status

Glittery Letter Status

Blinking with C IP address conflicts

Blinking with D Device startup failure

Blinking with E Network failure

Blinking with P Software upgrading

Blinking with T App exited (the device cannot be used normally)

1.3.4 MX120G/MX120G-A/MX120G-P

Designed with a 2U high and 19-inch wide compact chassis, MX120G is suitable for

installation in a standard cabinet.

The interface card of MX120G uses a RJ45 socket and is connected to the distribution

panel in equipment room using CAT-5 cables supplied with the unit.
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The device of MX120G can hold four interface cards to flexibly configure FXS and FXO

ports, and each card equips 24 ports. MX120G can provide up to 96 ports. It supports the

following configurations:

Table 1-16 MX120G Interface Card

Type FXS Ports FXO Ports
24FXS 24 0

24FX0 0 24

16FXS/8 16 8

12FXS/12 12 12
MX120G/MX120G-A-RJ45-FXS 24/48/72/96 0
MX120G/MX120G-A-RJ45-FXO 0 24/48/72/96
MX120G/MX120G-A-RJ21 24/48/72/96 0
MX120G-P-SCSI 32/64/96/128 0
MX120G-P-RJ45-FXS 24/48/72/96 0
MX120G-P-RJ45-FXO 0 24/48/72/96
MX120G-P-RJ21 24/48/72/96 0

Table 1-17 Configuration Combination of MX120G

Models Number of FXS | Number of FXO | Concurrent calls Description
Ports Ports

Depend on the value | Single AC
MX120G-NA-X

of X. power
MX120G-NA-X- X=C,itis 24 Dual AC power
2AC Depend on the models and X=D, itis 48
MX120G-NA-X- number of the interface cards. X=E, itis 72 Single DC
1DC X=F, itis 96 power
MX120G-NA-X- Dual DC power
2DC
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Figure 1 -10 MX120G Front Panel

SLOT1 SLOT2

:”":: FXS FXS FXS FXS FXS FXS \ FXS FXS FXS FXS FXS FXS

, o ::::LIIIIl]e

FXS FXS FXS FXS FXS FXS

0@ ii[IITIII]e

MX120G Front Panel {RJ45)

SCSI Interface (MX120G, MX120G-A-P model)

PORTS 24~1

A ————t

T

=

RJ21 Interface

Table 1-18 RJ21, RJ45, SCSI Interface Description

Item Description

RJ21 Suitable for medium-sized scenes, a single interface can carry more phone
lines, reducing the number of interfaces, cabling is more tidy.

R4S Suitable for small scenes with a small number of interfaces, simple wiring and
easy maintenance.
Suitable for large-scale scenarios with high density and high transmission

SCsl efficiency for environments with high concurrency and data transmission
requirements.
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Table 1-19 Description of MX120G Front Panel

Item

Description

Matrix of 6x4 LED status indicator on interface card. Each column of LED
indicator matrix matches four telephone lines on a RJ45. The first column on the
left matches Line 1-4 respectively from top to bottom, the first column on the
right matches Line 21-24 respectively from top to bottom, and the middle
columns in the same manner.

SLOT1~4

Interface slots: Each slot can be optionally equipped with one interface card.
Each interface card corresponds to 4 RJ45 sockets, and each RJ45 socket
corresponds to 4 pairs of analog telephone lines. When installing the device,
connect the interface cards to the patch panel using Category 5 Ethernet cables.
For corresponding relations of RJ45 and RJ11, see 7 Appendix: RJ45 and RJ11
Corresponding Relations.
The four interface cards are numbered in the order: left to right, top to bottom.

1 Top-left card: Card 1 (analog telephone lines 1-24)

1 Top-right card: Card 2 (analog telephone lines 25-48)

1 Bottom-left card: Card 3 (analog telephone lines 49-72)

1 Bottom-right card: Card 4 (analog telephone lines 73-96)
Note: Hot-swapping a card affects only the replaced card and has no impact on
the operation of other cards. If the replaced card functions normally, simply
restart the device at an appropriate time.

Figure 1 -11 MX120G Back Panel-AC
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Figure 1 -12 MX120G Back Panel-DC

— 10/100/1000 —

SIS Tha A 8 ==-36V--72V:4.0A Max

Table 1-20 MX120G Back Panel

Item Description

RST To restore the device to factory default, press the RST for more than 3 seconds
and release it when the STU light starts blinking in red. This setting will be valid
after rebooting the device.

CON Configuration interface (CON), used for local management and debugging.

ETH1/ETH2 | Two 10/100/1000 Mbps Ethernet ports (RJ45). They share one IP address, which
by default is 192.168.2.240 and you can change it on Basic > Network page.

- AC power socket, 100-240 VAC voltage input.

- DC power socket,-48 VDC input.

Ground Pole

Table 1-21 Meanings of MX120G Indicators

Indicator Status Description

PWR Steady green The power supply is working.

(red, Off No power supply.
green) Steady red The power supply is abnormal.
STU Blinking green | The device is running.
(red Steady red The device is starting.
red,
Blinking red The device is under diagnosis.
green)
Off The device is locked.
Off No alarm
ALM L The alarms indicated by the blinking alphabetic messages C/E/T
Blinking red .
(red, on LED dot-matrix are generated.
green) The alarms indicated by the blinking alphabetic messages D on
Steady red

LED dot-matrix are generated.

ETH1/ETH | Steady green
2 (right side)
(green) Off The transmission rate is 10/100 Mbps.

The transmission rate is 1000 Mbps.
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Indicator Status Description
(right side)
Steady green . L . . .
: A physical connection is established without any traffic.
(left side)
Blinking green . L . . .
. A physical connection is established with traffic.
(left side)
Off L. .
. No connection is established.
(left side)

Table 1-22 MX120GSystem Operation State

Glittery letter | Status meaning

(B:Iinking with IP address conflicts

Elinking with The severe starting failure needs to address by your dealer
Elinking with Network failure

Elinking with Software upgrading

_I:Iinking with App exited (The device cannot be used normally)

1.4 Web Management Page

1.4.1 Layout

The Web GUI of the MX series gateways includes a general information display bar, a
general operation bar, a menu bar, and a configuration area.

Figure 1 -13 Web GUI

MX60E Admin A 7 Il 2 Info | Reboot | Logout
Basic Line Trunk Routing Advanced Security Call Status Logs Tools 3

Status MNetwork VLAN System SIP MGCP FolP Alarms

For security, please change the default login password . !
Local signaling port 5060 It is not recommended to use port 5060 to avoid SIP DoS attack. Click here to change it.

Host name MX60E

MAC address 00:0E:A9:45:15:21

Model MX60E-245/24

Device address 192.168.120.28

System up time 19 hours 41 minutes 41 seconds
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Table 1-23 Web GUI Layout Description

Name Description

1. General information | Displays the device name, login identity, current quality of alarms, and
display bar time synchronization status.

2. General operation Provides access to product information, comments, device restart, and
bar exit, and provides a search box for searching for a corresponding
configuration page according to a function name.

3. Menu bar Includes a two-level menu structure. When the cursor is moved to an
upper-level menu, the lower-level menu is displayed for your selection.
After you click a tab, the tab page is displayed in the configuration area.

4. Configuration area | Allows you to modify and view configurations.

1.4.2 Buttons Used on Gateway Management Interface

A save button is at the bottom of each configuration interface. It is used to submit
configuration information. Users should click the Save button after the completion of
parameter configuration on a page. A success prompt will appear if configuration
information is accepted by the system; if The configuration takes effect after the system
is restarted dialog box appears, it means that the parameters are valid only after a
system restart. It is recommended that users press the Reboot button on the top right

corner to enable the configuration after changing all parameters to be modified.
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2 Parameters Setting

2.1 Login

2.1.1 Obtaining Gateway IP Address
HX4G/MX8G Gateways start DHCP service by default, and automatically obtain an IP
address on the LAN; you can use the factory-default gateway IP address if it is unable to

be obtained (e.g. when connected directly with a computer).
By default, the MX60E/MX120G uses a static IP address.

To change the fixed IP address, you can use a telephone connected to the FXS port and
dial *90+the fixed IP address+#subnet mask#IP address of the gateway#0#. The dots "."

in the IP address need to be replaced with star keys "*".

To obtain an IP address through DHCP, you can use a telephone connecting to the FXS
port and dial *Q0###1#.After "The feature is now activated" is heard, restart the device.

Table 2-24 Default IP Address of Gateway

Type Default DHCP Service Default IP Address Default Subnet Mask
HX4G/MX8G Enabled 192.168.2.218 255.255.0.0
MX60E Disabled 192.168.2.240 255.255.0.0
MX120G Disabled 192.168.2.240 255.255.0.0

You can dial ## to obtain the current gateway IP address, version information of
firmware and port used to access the Web GUI using the telephone connected to the

subscriber line (FXS ports) after the equipment is powered on.

Document Version 05 Copyright © New Rock Technologies, Inc 26



HX4G, MX8G, MX8G-A,MX60E-A,
MX60E-G, MX120G, MX120G-A, MX120G-P Series Voice Gateway Parameters Setting

If the device does not have FXS ports, you can use New Rock's device IP address
obtaining tool called "Finder" to obtain the IP address.
You can download the "Finder" software on

http://en.newrocktech.com/show/594.html

A user could fail to log in with the default IP address if the IP address of user’s computer
and the default gateway IP address are not at the same network segment. Set the IP
address of user's computer to be identical with the same network segment of the
gateway. For example, if the gateway IP address is 192.168.2.218, set the computer’s
IP address to any address at the network segment of 192.168.2.XXX.

2.1.2 Logging On to Web GUI
Enter the gateway IP address and verification code (case-insensitive) in the browser
address bar (e.g. 192.168.2.218). You can enter the gateway configuration login
interface by entering a password on the login interface. Both Chinese and English are

provided for the Web GUI.

N

Note

The Web GUI can be accessed using browsers such as Internet Explorer 8 to 11, Firefox,
and Google Chrome. The IE browser is used as an example below.

The device is only allowed to access using HTTPS. Since the factory default certificate is
used a prompt like "There is a problem with this website's security certificate" may
occur. Click Continue to this website to access the login page.

Figure 2 -1 Login Interface for Gateway Configuration
CH EN
Neﬁock MX& VolP Gateway
A | Admin »

o |

S B 0” Refresh

Document Version 05 Copyright © New Rock Technologies, Inc 27


http://en.newrocktech.com/show/594.html

HX4G, MX8G, MX8G-A,MX60E-A,
MX60E-G, MX120G, MX120G-A, MX120G-P Series Voice Gateway Parameters Setting

2.1.3 Privileges of Administrator and Operator (Web GUI)

Login users are classified into administrator and operator. The default password is
shown in Table 2-25. The password is shown in a cipher for safety.

Table 2-25 Default Passwords for logging to Web GUI

Type Default Administrator Passwords Default Operator Password
(lowercase letters required)

HX4G/MX8G | In random (8 digits), see label on | None

the device
MX60E mx60 operator
MX120G mx120 operator

The administrator is allowed to browse and modify any configuration parameter and
modify login passwords. After login, "Admin” is displayed on the upper left corner of the

interface.

The operator is allowed to browse a subset of the configuration parameters. After login,

"Operator” is displayed on the upper left corner of the interface.

The following pages are not allowed to browse:

Advanced>Security

System tool>Change password

System tool>Software upgrade

System tool>Import data

System tool>Export data

The gateways allow multiple users to log in if needed.

When multiple administrators log in, the first can modify, while others (displayed as
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Viewer) may only browse.

Note . The system will confirm timeout if users do not conduct any operation within 10 minutes
after login. They are required to log in again for continuing operations.

. Upon completion of configuration, click the Logout button to return to the login page, so
as not to affect the login permission of other users.

. To ensure system security, please choose Tools>Change password and change the
password when you log in for the first time. For details, see 2.7.1 Access Security.

2.1.4 Accessing Through SSH
For safety, users are not allowed to directly access the SSH as the root user.

Follow the steps below to access a device through SSH:

Step 1 Enable SSH on Security>Access page.
Step 2 Log in as the operator user enter the password (Operator@021 by default).

Step 3 Run su root to switch to the root user. Enter the password (voipgateway by
default) of the root user.

N

o
o Disable SSH in time after use.

To change the SSH access port, go to Security > Access page. For details, see 2.7.1
Access Security.

2.1.5 SSH user Permissions

Both root user and the operator user are allowed to access a device with SSH:

root user has permission to change the configuration of all parameters.

operator user has permission to access only the directories of the user. It is allowed to

use su- commands only.
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S

Note You need to periodically change the passwords for the operator and root users.

To change the passwords, go to Security > Access list page. For details, see 2.7.1 Access
Security.

2.2 Basic Configuration

2.2.1 Status

After login, open the Basic tab page to view device information. If the SIP port of the
device is 5060, you are advised to modify it.

Figure 2 -2 Status Interface

Basic Line Trunk Routing Advanced Security Call Status Logs

Status Network VLAN System SIP MGCP FolP Alarms

For security, please change the default login password

Local signaling port

Host name
MAC address
Madel

Device address

System up time

2.2.2 Network

5060 It is not recommended to use port 5060 to avoid SIP DoS attack. Click here to change it.

MX8A
00:0E:A9:39:22:20
MX8A-25/2
192.168.120.5

3 days 23 hours 52 minutes 0 seconds

After login, click Basic>Network to open the configuration interface.

Figure 2 -3 Network Configuration Interface (HX4G/MX8G)

Basic Line

Status

Trunk Routing Advanced Security

Network VLAN System 5IP MGCP FolP Alarms

Call Status

Logs Tools

STUN
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Setup Obtain an IP address autom: ¥

IP address 192.168.120.5
Subnet mask 255.255.255.0
Default gateway 192.168.120.1

DNS server ® Obtained automatically

STUN Enable ® Disable

Save

Copyright © New Rock Technologies, Inc

Specified manually

30



HX4G, MX8G, MX8G-A,MX60E-A,
MX60E-G, MX120G, MX120G-A, MX120G-P Series Voice Gateway Parameters Setting

Figure 2 -4 Network Configuration Interface (MX60E/MX120G)

MXG60FE ~amin /N 17 Info | Reboot | Logout

Basic Line

Trunk Routing Advanced Security Call Status Logs Tools

Status Metwork VIAN System SIP MGCP FolP  Alarms

ETH1

ETH2

STUN

Setup Obtain an IP address automatii ¥
P address 192.168.120.28

Subnet mask 255.255.255.0

Default gateway 192.188.120.1

DNS server ® Obtained automatically Specified manually

Mode Switching port

STUN Enable ® Disable

Table 2-26 Network Configuration Parameters

Name Description
ETH1 configurations.

ETH1

(MX60E/MX120G) MX60E and MX120G each have two network ports: ETH1 and ETH2.
HX4G/MX8G each has only one network port.

Setup Methods for obtaining an IP address.
. Static IP address: static IP address is used;
. Obtain an IP address automatically: use the dynamic host configuration

protocol (DHCP) to obtain IP addresses and other network parameters;

. PPPoE: PPPoE service is used.

Username Enter an authentication user name if PPPoE service is selected, and there is no
default value.

Password Enter an authentication password if PPPoE service is selected, and there is no
default value.

IP address If “Static IP” or “DHCP” is selected but an address fails to be obtained, the

gateways will use the IP address filled in here. If the gateways obtain an IP
address through DHCP, the system will display the current IP address
automatically obtained from DHCP.

Subnet mask

The subnet mask is used with an IP address. When the gateway uses a static
IP address, this parameter must be entered; when an IP address is
automatically obtained through DHCP, the system will display the subnet
mask automatically obtained by DHCP. It has no default value.

Default gateway The IP address of LAN gateway. When the gateway obtains an IP address
through DHCP, the system will display the LAN gateway address automatically
obtained through DHCP. It has no default value.

DNS server Obtained automatically: When the connection mode is "DHCP" or "PPPoE", the

device uses the automatically obtained IP address of the DNS server.

Specified manually: Use the DNS server addresses specified manually.
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Name Description
Primary DNS If Specified manually is selected, the network IP address of the Primary DNS
Server server must be entered, there is no default value.

Secondary DNS
Server

If Specified manually is selected, the network IP address of the Secondary DNS
server can be entered, there is no default value.

ETH2 ETH2 configurations

(MX60E/MX120G)

Mode . Switching port: ETH1 and ETH2 are switch ports. The two ports share
the IP address of ETH1 on the Web GUI.

., Redundant port for ETH1: The port ETH2 is the redundant port for port

ETH1. In this mode, both ETH1 and ETH2 are connected to the same
LAN or WAN, if ETH1 is damaged or offline, ETH2 automatically
connects the network.

STUN The device periodically sends a STUN request to the STUN server to obtain the

public IP address for the front-end router.
It is disabled by default.

Server IP address /
Name

Set the IP address or domain name of the STUN server. The factory default
STUN server is the New Rock STUN server.

Server port

Set the port of STUN server. It is 3478 by default.

Session interval

The interval at which the device sends a STUN request ranges from 30 to 3600
seconds. It is 60 second by default.

Operations

. Trunk re-registration: A re-registration of the SIP trunk is triggered upon the
detection of the change of the public IP address of the device by using STUN
query. Normally, the session interval of STUN request should be shorter than
the registration period.

Note: The IP address obtained through STUN is used only for re-registration
of SIP server, and it is not used in SIP message fields such as Via and
Contact and SDP C field.

., Trunk re-registration & NAT address updating: A re-registration of the SIP
trunk is triggered upon the detection of the change of the public IP address
of the device by using STUN query. The IP address obtained through STUN is
used in SIP message fields such as Via and Contact and SDP C field.
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2.2.3 IPV6 Network

MX Series voice gateways now support the IPVé6 network protocol, allowing users to

configure and deploy them in IPV6-enabled network environments. By enabling IPV6,

the devices are compatible with modern network architectures and provide more

efficient address assignment and network communication performance.

Figure 2 -5 IPV6 Network Interface

Admin /N 14

Info | Reboot | Logout

Basic Line Trunk Routing Advanced Security Call Status Logs Tools

Status  Network VLAN System SP MGCP FolP Alarms Speed dial

IPv6

IPv6 network

Setup

Static IP address v

IP address

Prefix length
Default gateway
Primary DNS server

Secondary DNS server

STUN

STUN

VPN

Type

Enable @ Disable

Disable L2TP OpenVPN

Table 2-27 IPV6 Configuration Parameters

Name

Description

IPv6 Network

Enabling this option allows the device to support the allocation and routing
of IPv6 addresses.

Connection Method

Supports fixed IP address connections. Users must manually configure the
device's IP address, gateway, and DNS server.

IP address

Configure a static IP address for the device. A static IP address is a unique
address assigned to a device within a network that does not change.

Prefix Length

Configure the prefix length for IPv6 addresses. The prefix length
determines the size of the network address.

Default Gateway

Set the device's default IPvé6 gateway address.

Primary DNS server

Configure the preferred DNS server address. Used to resolve domain names
to IP addresses within the network.

Secondary DNS
Server

Configure the backup DNS server address. When the primary DNS server
fails to respond to requests, the device will automatically switch to the

backup DNS server for resolution, ensuring the reliability of DNS lookups.
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Step 1 After logging in, navigate to Basic Configuration > Network, check the box to enable IPvé
networking, and fill in the configuration details.

Step 2 Click Save Settings.

2.2.4VLAN

After login, click Basic>VLAN to open the configuration interface.

Figure 2 -6 VLAN Configuration Interface

Basic Line Trunk Routing Advanced Security Call Status Logs Tools
Status Network VWLAN System SIP MGCP FolP  Alarms

Automatic discovery

LLDP ® On Off
LLDP packet interval 30 s (Range: 5 - 3600)
DHCP @ On o Off
Manual configuration
Activate ® On Off
Mode ® Single VLAN Multi-service VLAN
VLAN tag o
VLAN QoS 0 (Best effort) v
P address assignment Static v
P address 192 . 168. 2 . 218
Netmask 255 .. 255 . 0 . O
Gateway IP address 192 . 168 . 2 .
Save

Table 2-28 VLAN Configuration Parameters

Name Description

Automatic discovery (Not supported by HX4G/MX8G)

LLDP . On: Indicates that the LLDP is enabled. The device periodically sends LLDP
messages and parses received LLDP messages to get VLAN ID and priority.

. Off (default value): Indicates that the LLDP is disabled. The device does not
send any LLDP messages, nor parses any received LLDP messages.

LLDP Packet This parameter specifies the interval at which LLDP messages are sent after the

interval LLDP is enabled. The value range is 5 to 3600 seconds. The default value is 30
seconds.

DHCP Enable the device to obtain the VLAN tag and QoS by using DHCP option 132

and option 133.

Note: This function works only when DHCP is selected on Basic>Network page.
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Name Description

Manual

configuration

Activate Enable/disable VLAN.
Mode Select the VLAN mode:

. Single VLAN: All services of the device are on the same VLAN, and the device
receives only data packets carrying the VLAN and includes the VLAN tag in all
sent data packets.

. Multi-service VLAN: The device can configure different VLAN information for
the voice service (SIP signaling and RTP/T.38 media stream) and the
management service (HTTP/HTTPS, Telnet) and includes a different VLAN tag
in a data packet of a different service.

Voice VLAN VLAN to which the voice service (SIP signaling and RTP/T.38 media stream)
belongs.

. None: disable the voice VLAN

. Mode 1: SIP and RTP/T.38 are on the same VLAN

. Mode 2: SIP and RTP/T.38 are on different VLANs

Management . Selected: enable the management VLAN
VLAN . Deselected: disable the management VLAN
VLAN tag Tag of the VLAN. The value ranges from 3 to 4093.
VLAN QoS Priority of the VLAN. The value ranges from 0 to 7. A larger value indicates a
higher priority of a to-be-sent data packet.
IP address Type for obtaining the IP address of the VLAN interface.
assignment . Static: set the IP address to a static IP address
. DHCP: automatically obtain an IP address by using the DHCP protocol
IP address IP address of the VLAN interface
Netmask Subnet mask of the VLAN interface
Gateway IP IP address of the gateway of the VLAN interface
address
MTU Maximum Transmission Unit value of the VLAN interface. The value ranges from
576 to 1500. The default value is 1500.
b}
Note

A reboot is required to enable the VLAN configuration.
After a VLAN is configured, only PCs in the same VLAN can access the device.

The device address used to log in to the Web GUI can be obtained by connecting a

phone to an FXS port of the device, and dialing ##. In the case of a single VLAN, the IP
address of the single VLAN is voiced; in the case of a multi-service VLAN, the IP
address of the management VLAN is voiced.
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2.2.5 System

After login, click Basic>System to open the configuration interface.

Figure 2 -7 System Configuration Interface

Basic Line Routing Advanced Security Call Status Logs Tools

Status  Network VLAN System SIP MGCP  FolP  Alarms

Off-hook timer 15 s (Range: 2 - 60, Default: 15)
Interdigit timer 5 s (Range: 2 - 60, Default: 5)
Complete entry timer 2 s (Range: 1 - 10, Default: 2)
Disabled codecs Enabled codecs

G.722/20 G.729A/20

AMR-NB/20 = G.711U/20
Codec AMR-WB/20 ’ G.F11A/20

=
Hook-flash handle Internal v
DTMF transmission method RFC 2833 v
RFC 2833 payload type 101 Range: 96 to 127, Default: 101 @
DTMF tone duration g 100 ms (Range: 50 - 150, Default: 100)
DTMF interdigit pause g 100 ms (Range: 50 - 150, Default: 100}
Min. DTMF detection duration @ 43 ms (The range must be 32 to 96 in multiples of 16)
DTMF detection duration increment against talk-off 16 ms
Save

Table 2-29 System Configuration Parameters

Name

Description

Off-hook timer

If a subscriber does not dial any digit within the specified time by this parameter
after off-hook, the gateways will prompt to hang up with a busy tone.

The value must be an integer, decimal points are not allowed.

Unit: Seconds; Default value: 15 seconds.

Interdigit timer

The maximum time interval to dial the next digit.

After timeout, the gateways will call out with the collected number.
The value must be an integer, decimal points are not allowed.

Unit: Seconds; Default value: 5 seconds.

Complete entry

The value must be an integer, decimal points are not allowed.

timer Unit: Seconds; Default value: 2 seconds.
This parameter is used with the "x.T" rule set in dialing rules. For example, there
is "021.T" in the dialing rules table. When a subscriber has dialed 021 and has
not dialed the next number within a set time by this parameter (e.g. 2 seconds),
the gateways will consider that the subscriber has ended dial-up and call out
the dialed number 021.

Codec Configures the voice codec.

Note: Either AMR-NB/20 or AMR-WB/20 can be enabled.
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Name Description
Hook-flash The gateways provide the following processing modes after detecting hook
handle flash from subscriber terminals:
Internal: the hook flash event will be handled internally;
Server(RFC 2833): transmitting the hook flash to platform with RFC 2833;
Server (SIP INFO): transmitting the flash-off to platform with SIP INFO.
DTMF Transmission modes of DTMF signal supported by the gateways include RFC
transmission 2833, Audio and SIP INFO. The factory default value is RFC 2833.
method RFC 2833: separate DTMF signal from sessions and transmit it to the
platform through RTP data package in the format of RFC2833;
Audio: transmit DTMF signal to the platform with sessions;
SIP INFO: separate DTMF signal from sessions and transmits it to the
platform in the form of SIP INFO messages.
RFC2833+SIP INFO: send DTMF signals simultaneously via RFC 2833 and SIP
INFO.
RFC 2833 Used with "RFC 2833" in the DTMF transmission modes. The default value of
payload type .|
Table 2-30
8
A
13
HX4G/MX8G 64
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