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4 About This Document  

 

This manual is designed to provide detailed configuration and operation guides for enterprise 

IT administrators, system operation and maintenance engineers and technical support 

personnel to help efficiently manage and maintain NewLync 2.0, and to ensure s afe and stable 

system operation. It covers system overview, installation and deployment, basic configuration, 

operation and maintenance management and troubleshooting.  
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5 NewLync 2.0 Product Introduction  

 

 

NewLync  2.0 is a new - generation converged communication platform for the enterprise 

market, adopting microservices architecture and containerization technology, 

integrating voice, video, instant messaging (IM), enterprise address book, intelligent 

conferencing, a nd other communication modes to comprehensively improve the 

efficiency of enterprise collaboration. Its core advantage lies in high availability, flexible 

deployment and intelligent management, supporting both single - machine deployment 

and dual - machine hot  standby solutions to meet the business needs of different 

enterprises.  

 

For enterprises with high reliability requirements, NewLync 2.0 provides a dual - machine 

backup architecture, utilizing virtual IP technology and data synchronization 

mechanisms to ensure business continuity, and even if a single node fails, the system 

can be automatically recovered within 5 seconds to achieve highly available 

communication services. In addition, NewLync 2.0 is compatible with mainstream SIP 

devices and can be seamlessly integrated with enterprise HRM, OA, CRM and other 

systems to create an intelligent, full - scene enterprise communication solution.  

 

At the management level, NewLync 2.0 integrates the NewLync O&M system  (SSC) and 
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the NewLync management backend  (BSC), providing comprehensive system 

configuration and management capabilities.  

 

NewLync O&M system  (SSC) is the central control system of the whole platform, through 

which administrators can carry out comprehensive monitoring, configuration and O&M 

of NewLync 2.0, including network settings, user management, service subscription and 

real - time monitoring, etc . Meanwhile, it also supports independent management of 

multiple enterprises or teams to meet the personalized needs of different organizations.  

 

As a sub - platform of the O&M system, NewLync management backend ̂BSC̃focuses 

on account and permission management within the enterprise, allowing enterprises to 

create independent management backends according to their own architecture and 

achieve fine - grained management of enterprise - level PBXs, extensions, routing, and 

user permissions through functions such as account management, organizational 

structure, permission configuration, IPPBX interconnection, and cloud PBX services.  

 

NewLync  2.0 is suitable for a wide range of industries such as finance, manufacturing, 

government, energy, call centers, etc. It is especially suitable for enterprises with 

multiple branch offices, remote collaboration and high concurrent communication 

needs. Its  converged communication capability supports cross - platform and multi -

terminal interconnections, including IP phones, desktop clients, mobile applications, 

video conferencing systems, etc., realizing seamless connection between internal and 

external commun ications of enterprises. At the same time, the system provides value -

added functions such as one multi - machine, call relay, and LDAP enterprise address 

book management, which help enterprises build a more intelligent, efficient, and secure 

communication ne twork. NewLync 2.0 provides enterprises with a stable and reliable 

converged communication platform through its advanced architectural design, flexible 

deployment and perfect management system, which helps enterprises' digital 

transformation.  
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6 Advantages of NewLync 2.0 over other legacy PBXs  

 

With the increasing demand for communication systems in modern businesses, cloud - based 

unified communication systems are becoming the preferred choice for organizations of all sizes. 

Traditional PBX systems are no longer able to meet current business needs , and organizations 

are looking for more efficient and flexible communication platforms. In this highly competitive 

market,  NewLync 2.0  is the preferred solution for enterprise digital transformation due to its 

superior technical architecture, powerful int egration capabilities and high availability compared 

to other traditional PBX systems.  

 

High Availability and Disaster Tolerance  

Most traditional PBX systems tend to rely on a single hardware device or a simple backup 

solution, which results in a long recovery time in the event of a failure and fails to ensure 

business continuity. NewLync 2.0 provides a dual - machine hot standby arch itecture, combined 

with virtual IP technology and data synchronization mechanism, to ensure that the system can 

be automatically recovered within 5 seconds when the main server fails to achieve highly 

available communication services.  

 

Integration and Intelligent Functions  

Traditional PBX systems lack intelligent features and underperform in terms of integration with 

existing enterprise systems. NewLync 2.0  seamlessly integrates with HRM, OA, CRM  and other 

enterprise systems, realizing the efficient transfer of data flow within the enterprise and 

improving overall collaboration efficiency. At the same time, the system provides  intelligent 

conference functions , breaking through the traditional PBX in conference management and 

intelligent office limitations.  

 

Security and Privacy  

Many traditional PBX systems have more basic security mechanisms, usually only transmission 

encryption, lacking comprehensive data protection. And the permission management function 
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is usually simple, unable to cope with complex enterprise security needs. NewLync 2.0  provides  

end - to - end encryption  and  fine - grained permissions management  to secure all 

communication content. In addition, the system supports the  state secret encryption  

configuration to meet the special needs of high security requirements of the industry (such as 

finance, government).  

 

Performance and Scalability  

Most traditional PBX systems are more limited in performance scaling, especially in the case of 

high concurrency, it is easy to overload the system, resulting in performance degradation. 

NewLync 2.0  adopts microservices architecture  and containerized deployment  with high 

performance and scalability to support high concurrent calls, concurrent video conferencing , 

and easily scale the system capacity according to enterprise needs.  
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7 NewLync 2.0 Integration Software Introduction  

 

This chapter introduces the management system of NewLync 2.0, including the NewLync 

operation and maintenance system, the configuration interface of NewLync management 

backend, and the interface of NewLync Teams users' desktop and cell phone, which will he lp 

readers to understand the core functions of each system and their interrelationships. 

Subsequent chapters will explain the key features of the management system and how to use 

them in detail as they describe the NewLync 2.0 configuration steps so that a dministrators can 

better configure and maintain the system.  

4.1.1  NewLync Operations and Maintenance System  (SSC) 

NewLync Ops is a comprehensive management platform responsible for the maintenance, 

configuration and operation of the system. As a central control system, administrators can carry 

out comprehensive control and configuration of the converged communication platform 

through this system to ensure stable operation of the system. At the same time, NewLync O&M 

system allows administrators to manage and configure different enterprises or teams 

independently to meet their needs and realize efficient O&M management.  

 

KeyFeatures Include:  

V System Configuration: Manage network settings, server configuration, etc.  

V User Management: Add, delete and manage user accounts.  

V Service Subscription: Subscribe to services such as Cloud PBX for your business account.  

V Monitoring and Maintenance: Monitor the system status in real time and perform the 

necessary maintenance operations.  
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The following figure shows the service interface of the NewLync Ops system:  

 

Service Interface of NewLync Ops System  

4.1.2  NewLync Management Backend  (BSC) 

The NewLync Management Backend is a sub - platform of the NewLync Ops system, dedicated 

to account and permission management within the organization. Each enterprise, subsidiary or 

business unit can have its own NewLync administration backend for independent ly managing 

its user and permission configuration. Group companies can set up independent management 

backgrounds for their subsidiaries, thus realizing efficient and independent user and authority 

management.  

 

Key features include:  

V Account Management: Create and manage corporate accounts, assign permissions.  

V Organizational Structure: Create and manage departments, add and delete members.  

V Permission Configuration: Assign different operating privileges to different users to ensure 

system security.  

V IPPBX Interconnect: Manage OM, extension and routing settings.  

V Cloud PBX services: Including dashboards, switchboard management, extension 

management, user groups, trunks and routing, IVR voice menus, call queues, enterprise 

O&M, NewLync setup, and more.  
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The following image shows the home screen of the NewLync administration backend:  

 

Home screen of the NewLync administration backend  

4.1.3  NewLync Teams  

 

 

NewLync Teams is an enterprise - oriented online collaborative office software that integrates 

IM instant messaging, audio/video conferencing, multi - terminal collaboration, converged 

communications and more. Relying on New Rock  nearly 20 years of industry accumulation, 

NewLync Teams innovatively integrates a variety of communication technologies to provide 

enterprises with a secure, efficient and intelligent collaboration experience. Through advanced 

intelligent communication so lutions and professional servic es, NewLync Teams helps 

enterprises build a more convenient and stable communication platform, and comprehensively 

improve teamwork efficiency.  
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8 NewLync 2.0 Disaster Recovery Solution Overview  

 

To ensure the high availability and business continuity of the enterprise communication system, 

NewLync 2.0 provides a comprehensive disaster recovery solution, adopting  a dual - machine 

hot standby architecture , combined with  data synchronization, load balancing , and  an 

automatic failover mechanism , which enables rapid recovery of the system operation in the 

event of an abnormality in the servers or the network, minimizing the impact of business 

interruption.  

 

1. Dual hot standby architecture  

NewLync 2.0 utilizes  a two - server Active - Standby architecture , where two servers (DC1 and 

DC2) take on  the roles of  the primary (Active)  and  standby (Standby) servers respectively . The 

two are  efficiently switched  through  virtual IP technology (VIP) to ensure that when the main 

server is abnormal, the backup server can quickly take over the business to ensure the stable 

operation of the system.  

 

1.1 Key technologies  

V Virtual IP (VIP) mechanism : The master and backup servers share a virtual IP address, 

and the service traffic is always directed to this address, so there is no need to modify 

the terminal equipment configuration during the switching process.  

V Keepalived monitoring mechanism : Real- time detection of server status to ensure that 

VIPs are bound to  healthy servers  and  automatically switch  to the backup server when 

the primary server fails.  

V Heartbeat detection : The main and backup servers send heartbeat packets on a regular 

basis for state detection, once the main server is detected to be unavailable, the backup 

server can  immediately take over all the business.  

V Automatic Load Balancing : Under normal conditions, the dual - machine architecture 

can share the communication load to enhance the overall system throughput capacity, 

and automatically adjust the traffic distribution in the event of failure to reduce the 
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pressure on a single point.  

 

1.2 Failover process  

¶ Normal operation of the main server : All business traffic is processed through the main 

server;  the backup server is on standby and keeps  data synchronized  with the main 

server.  

¶ Fault Detection : Keepalived and Heartbeat components detect state anomalies when 

the master server is abnormal (e.g., server down, network failure, etc.).  

¶ Standby server takeover : The system  is automatically migrated  to the standby server 

and  all services are resumed within 5 seconds  without any additional operation by the 

user.  

¶ Primary Server Recovery : Administrators can restart the primary server after 

troubleshooting and have it rejoin the cluster to resume dual hot standby mode.  

2. Data synchronization and database redundancy  

NewLync 2.0 utilizes  Cassandra distributed database  and  MySQL master - slave replication 

mechanism  to ensure that the data between the master and backup servers is always the same, 

so that even in the event of a failover, there will be no data loss or business interruption.  

2.1 Cassandra Distributed Database Synchronization  

¶ Multi - data center (DC1, DC2) architecture  is adopted to ensure  real - time 

synchronization of  key data such as user configuration information and call records 

between two servers.  

¶ Configure the Cassandra SEEDS mechanism  so that DC1 and DC2 recognize each other 

and maintain data consistency.  

¶ Ensure that the data write policy is correct for different servers to avoid data conflicts 

through the cassandra - topology.properties configuration file . 

2.2 MySQL Master - Slave Replication  

¶ The Master - Master  mode ensures that the MySQL databases of both servers can be  

backed up to each other , i.e., if one server is down, the other server will still be able to 

provide complete data.  

¶ Through the Binlog log replication  mechanism, the database change records are 
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synchronized to the backup server in real time to ensure data consistency.  

¶ When switching servers, the new master server can automatically load the latest 

database status to ensure that the service runs normally.  

2.3 Uninterrupted call operations  

¶ Established calls may be  slightly affected  in the event of a failure, but  new calls can be 

resumed within 5 seconds . 

¶ Adopts a SIP server dual registration  mechanism that allows end devices to register on 

both DC1 and DC2 to improve availability.  

¶ After the call data is synchronized, the SIP server can quickly restore the call state, 

reducing the impact on user perception.  

3. Business Layer Disaster Recovery Program  

In addition to server - level disaster recovery solutions, NewLync 2.0 also provides multiple 

disaster recovery mechanisms at  the application layer  to ensure the stability of enterprise 

communication services.  

3.1 SIP server redundancy  

¶ Converged Communications Platform Server Dual Registration : As a SIP server, the 

Converged Communications Platform supports  dual - node registration , ensuring that IP 

phones, desktops, and mobile devices can be seamlessly switched between the primary 

and backup servers.  

¶ Automatic switching of outgoing lines : When an outgoing line fails, the system can 

automatically select a backup line to ensure that outgoing calls are not interrupted.  

¶ Intelligent Routing : Dynamically adjusts the registration policy of SIP terminals  

according to the server load to improve the call success rate.  

3.2 Monitoring and Alerting Mechanisms  

¶ NewLync server status in real time, including CPU load, memory utilization, network 

status, and more.  

¶ Automatic Failover : When an abnormality is detected, the system automatically triggers 

failover and sends an alarm notification to the administrator.  

¶ Log analysis and fault location : The system provides detailed log records to help 

administrators quickly troubleshoot problems and improve maintenance efficiency.  
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3.3 Client High Availability  

¶ One Number, Multiple Devices : Users can log in to NewLync 2.0 on multiple devices 

(PCs, cell phones, IP phones) at the same time to achieve synchronization, and when 

one device drops out, it can be switched to the other device immediately.  

¶ Call Relay : Users can freely switch between different devices to ensure communication 

anytime, anywhere.  

¶ LDAP Unified Address Book : All user data is stored in the  enterprise - level address book 

system  and automatically synchronized to all clients, avoiding loss of address book due 

to equipment failure.  

4. NewLync 2.0's disaster recovery solution is suitable for the following scenarios:  

¶ Key industries such as finance and energy :7¦24 hours uninterrupted communication is 

required, and business continuity cannot be affected by server failure.  

¶ Multi - branch enterprises : Headquarters and branches need to be managed in a unified 

manner, but local redundancy capability is required to ensure stable regional 

communications.  

¶ Large enterprises and call centers : High concurrency business environment, must have  

automatic failover and business recovery capabilities . 

¶ Government and public services : Higher security requirements,  high availability and 

disaster recovery capabilities  are needed to prevent unexpected interruptions.  

NewLync 2.0 builds a stable and reliable disaster recovery solution through  dual - machine hot 

standby, efficient data synchronization, intelligent load balancing and automatic failover . 

Whether it is a single machine failure, network outage, or SIP server abnormality, the system 

can quickly resume business, ensuring the continuity and high availability of enterprise 

communications.  
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9 NewLync and Unified Communications Platform 

Software Deployment and Installation Guide  

 

This chapter provides a detailed guide to installing and deploying NewLync and the Unified 

Communications Platform software, covering environment preparation, system configuration, 

software installation, and related optimization settings. By following this  guide, users can 

successfully complete the deployment of NewLync and the Unified Communications Platform 

step by step, ensuring stable system operation and meeting enterprise communication needs.  

6.1  Hardware Requirements  

Detailed Description:  

Component  Requirement  

CPU Intel Core i5 - 8400 and above  

Memory  16G DDR4 2666MHZ  and above  

Available disk space  128GSSD+1T and above  

 

6.2  Hardware, Operating System, and Database Compatibility  

 

CPU KunpenĝARM̃ȁPhytium ̂ARM̃ȁHYGON ȁZhaoXinȁIntel̂X86̃ 

Operating System  KylinOS V10ȁKylinOSȁEulerOSȁ UOSȁRed HatȁUbuntu  

Database  KingbaseESȁDamengȁKDMDBȁTiDBȁCassandraȁCouchDB  
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6.3  Interactive Installation of the NewLync All - in- One System  

6.3.1  Server Initialization Preparation  

1.  Install the Linux operating system and create the root account  during the installation 

process . 

2.  When creating the root  account in the UnionTech (UOS) system, you must select 

administrator privileges; when partitioning the disk, allocate all free space to the root 

directory, ensuring that both /home and the root directory have at least 200 GB of 

space.  

3.  Download the appropriate installation package based on the server architecture. The 

installation package version (x86 or ARM) must match; otherwise, installation will fail.  

4.  The latest integrated installation packages for Newlync 2.0 All - in- One are stored at 

the following path. Please obtain the  latest version of the installation package from 

this path during installation:  

0btain the installation package  

Please contact your distributor or NewRock  . 

 Archive name: NewLync_2_0 - v1.1 - Ubuntu - XXXXX.tar.gz  

 List of files after extraction   Description  

OMX- 4.3.140R067503 - Ubuntu -

x86_64 - xingtang.tar.gz  

 OMX component installation package  

newlync.single_all.x86_64.2.0.133xi

ngtangR20260320.tar.gz  

 NewLync component installation package  

 readme.md   Installation Instructions  

 filelist.txt   Installation Package File List  

 server_prepare.sh   Server Pre - deployment Initialization Script  

 deploy_script/   Folder dedicated to deployment scripts, 
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containing 4 scripts:  

 install_sysinfo - monitor.sh (System monitoring installation 

script)  

 export_log.sh (Log export script)  

 install_wizard.sh (Core installation wizard script)  

 getSysInfo.sh (system information retrieval script)  

5.  After logging in with an administrator account, place the installation package in any 

directory. Running `server_prepare.sh` will automatically create the `nlk` user and set 

a password.  

6.  Run the `server_prepare.sh` script to initialize the server. Follow the prompts and 

enter `y` to continue. The script will automatically create the `nlk` user, configure 

password - less `sudo`, disable the firewall, disable SELinux, and enable IP forwarding . 

 

7.  The server will reboot once the script has finished executing.  

 

6.3.2  Prerequisites for Dual - Server Installation  

1.  The Linux operating system must be installed on both servers.  

2.  Upload and extract the latest installation package to any directory on both servers; it is 

recommended to place it in the `/home/nlk` directory.  

3.  On both servers, navigate to the root directory of the extracted files and run the pre -

installation script `server_prepare.sh`.  

4.  After the script completes, both servers will automatically reboot. Wait for the reboot to 

finish before proceeding to the next installation steps.  

 

 

 For a single - server installation, the prerequisites need only be completed on one server; the 

requirements are the same.  
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6.3.3   Launch the Installation Wizard  

 After logging in to the host as the nlk user (the nlk  login password is Newrock123!@# ), 

navigate to the /home/nlk/deploy directory and run the ./install_wizard.sh script.  

 After the script runs, the terminal will display the ľNewlync System Installation WizardĿ 

interface; press Enter to confirm and start the installation.  

 

 1. Selecting the TLS Certificate Type for the  

1.  The terminal will list three certificate type options. Select the desired certificate type 

(enter 1 3͠) and press Enter:  

¶  Self- signed certificate : The system automatically generates the certificate, which is 

valid indefinitely. However, when accessing via the web, a warning will appear 

indicating that the connection is not secure.  

¶  Newlync Official Certificate : Uses the certificate provided by Newlync. ̂Valid for one 

year̃ 

¶  Custom Certificate : You must first name the client certificates server - customer.crt 

and server - customer.key and upload them to the /home/nlk/deploy directory  

 

 2. Installation Mode and Component Selection  

1.  Installation Mode : Select Standalone Installation or Dual - Master Installation. This 

installation uses Dual - Master Installation as an example: Enter 2, then press Enter to 

confirm:  
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2. Deployment Mode : Select "New Installation" or "Restore Installation" (please refer  to   6.7 

Recovery Installation Process (Expanding from Single Server to Dual Server) . For this 

example, we will use a new installation; enter 1 and press Enter to confirm:  

 

3.  Component Selection : To perform a full installation of the NewLync+OMX all - in- one 

combination, enter 3 and press Enter to confirm:  

 

3. Enter your SSC maintenance login password  

1. When entering your password for the first time, you can also simply press Enter (leaving it 

blank) to use the default password;  

2. Enter your password again to confirm;  

3. The system displays the message ľSSC maintenance login password has been set 

successfully,Ŀ indicating that the setup is complete. 

 

 4. Subnet Mask Configuration  

1.  If the Docker default subnet conflicts with the customerĽs private network subnet, enter 2 
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to specify a custom subnet; if there is no conflict, simply enter 1 to use the default subnet, 

then press Enter to confirm:  

2.  If you choose a custom subnet: Follow the prompts to enter the first two segments of the 

IPv4 subnet mask (e.g., 10.20)  

 

 

5. K8s Pod Subnet Configuration  

Follow the prompts to modify the default subnet for the Pod. There are two options available:  

1. Use the default subnet. If the default subnet conflicts with the customer's private network 

subnet, enter 2 to specify a custom subnet; if there is no conflict, simply enter 1 to use 

the default subnet, then press Enter to confirm:  

2. Custom subnet (enter the first two segments; the last two segments are fixed at 0, and 

the subnet mask is /16). After entering the information, press Enter to confirm.  

 

6. K8s Service Subnet Configuration  

Follow the prompts to modify the default subnet for the K8s Service. There are two options 

available:  

1. Use the default subnet. If the default subnet conflicts with the customer's private network 

subnet, enter 2 to specify a custom subnet; if there is no conflict, simply enter 1 to use 

the default subnet, then press Enter to confirm:  

2. Custom subnet (enter the first two segments; the last two segments are fixed at 0, and 

the subnet mask is /16). After entering the information, press Enter to confirm.  
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 7. Network Interface and Domain Name Configuration  

1.  Network interface selection: The system will automatically scan all available network 

interfaces on the host and list them by number. Enter the corresponding number to select 

the business network interface , then press Enter to confirm. The system will then display 

the current IP address of that interface; enter "y" to confirm use of that IP.  

 

2.  Configure Server Domain Name: Enter the hostĽs custom domain name as prompted (as 

shown in the figure). If using the systemĽs automatically generated default domain name, 

simply press Enter to confirm.  

 

 8. Dual - Master Deployment -  Standby Server Configuration  

1.  For dual - master mode: Enter the standby serverĽs business IP address as prompted, then 

press Enter to confirm. The system will automatically verify network connectivity with the 

standby server.  

2.  After verification passes, enter the standby serverĽs domain name as prompted, or press 

Enter to use the default domain name. Ensure that the domain name suffixes for both 

servers are exactly the same . 
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 9. Confirm Configuration and Proceed with Installation  

1.  The system will list all configuration details for this dual - server installation. After verifying 

that everything is correct, enter `y` to begin the installation. If you need to make changes, 

enter `n` to return to the configuration screen.  

 

2.  Follow the prompts to enter the passwords for the nlk accounts on both servers (the nlk 

password is Newrock123!@#). The system will automatically complete the installation. 

(This step is not required for single - server deployment.)  
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3.  No manual intervention is required during the installation process. Service installation 

takes approximately 20 minutes. Ensure a stable network connection for the servers 

throughout the process and do not interrupt the operation.  

4.  An installation report will be generated upon completion.  
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 10. Authorization and Activation  

1.  Obtain the machine codes : After OMX installation is complete, the machine codes for 

both servers will appear on the screen. Please record them for use in applying for 

authorization.  

 

2.  Importing the license:  

¶  Newlync Authorization : Import the codes in the "System Management -  System 

Settings -  Authorization Information" section of the SSC web interface on both servers.  

¶  OMX Authorization : On the main serverĽs SSC web interface, go to ľCloud PBX 

Management > OMX Management > OMX AuthorizationĿ and click ľUploadĿ to upload 

the 3 license files.  

 

6.4  IV. How to Change the IP Address or Domain Name for the 

Newlync 2.0 All - in- One Device  

 Modifying the IP address or domain name involves two scenarios:  both servers are online , or 

only one server is online . Key requirements: Regardless of the scenario, only the host server 

should run the installation wizard script to complete the configuration update; do not restart 

the server; and ensure the domain name suffixes for both servers remain consistent. The 

specific steps are as follows:  

Scenario 1: Both Servers Are Online  ͠Modifying IP / Domain Name  
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 This scenario applies when both servers are operating normally and you need to modify the 

IP, domain name, or both on both servers simultaneously. Both servers must complete the IP 

configuration changes, and only the host server should run the installation wizard to update 

the system configuration . 

 Step 1: Modify the IP configuration on both servers and apply the changes (perform on both)  

1. Log in to the server as the nlk user, open the network configuration file (Ubuntu: 

/etc/netplan/xxx.yaml; UOS: /etc/sysconfig/network - scripts/ifcfg - xxx), and update 

the IP address, gateway, and subnet mask in the file to the new configuration based on 

your system type.  

2.  After making the changes, run the system - specific command to apply the IP settings . 

Do not restart the server, as this will cause service failures:  

 ̧ Ubuntu: sudo netplan apply  

 ̧ UOS/CentOS systems: sudo systemctl restart NetworkManager  

 sudo nmcli connection down ens33 && sudo nmcli connection up ens33  

3.  Run the `ip addr` command to verify that the new IP address has taken effect and 

ensure network connectivity between the two machines.  

4.  If you need to modify the domain name, you can configure it directly in the 

subsequent installation wizard.  

 

 Step 2 : Run the installation wizard on the host to update the configuration for both machines 

(host - only operation)  

1.  Log in to the host as the nlk user, navigate to the /home/nlk/deploy directory, and run 

the installation wizard script install_wizard.sh:  

 

2.  After the script starts, the system detects the existing configuration and prompts 

"Update IP/domain name configuration?" Enter `y` and press Enter to confirm.  
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3.  Enter the SSC maintenance password as prompted (if not modified, leave it blank and 

press Enter to use the default password).  

 

4.  Proceed to complete the following steps in order: select the new network interface for 

the primary host, configure the new domain name for the primary host, enter the new 

IP address for the standby host, and configure the new domain name for the standby 

host. Ensure all information is accurate throughout the process.  

 

5.  Once configuration is complete, the system will generate a new configuration summary. 

Enter "y" to confirm the update; the system will automatically synchronize the new IP 

and domain name configurations across both machines and restart the relevant servic es 

(no manual intervention required).  
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6.  Once the update is complete, the terminal will display a message indicating that the 

configuration update was successful, matching the output of a fresh installation. You 

can verify that the service is functioning normally by accessing the new domain name . 

 

Scenario 2: Only one server is online; only modify the IP address/domain 

name of the online server  

 

 This scenario applies when, after a dual - server installation is complete, you need to split the 

setup to use a single server independently (using only the primary or only the standby server) 

and must modify the IP of the server in use. Simply  run the `install_wizard.sh` script on the 

target server you wish to use . The procedure is identical to the dual - server configuration; 

during the configuration phase, you only need to enter the IP and domain name information of 

the other offline server.  

 

 Step 1: Modify the IP configuration on the online server and apply the changes (perform this 

step only on the online server)  

 Modify the IP configuration of the online server, execute the command to apply the changes 

(do not reboot), and verify that the new IP is functioning properly.  

1.  Log in to the server as the nlk user, open the network configuration file (Ubuntu: 

/etc/netplan/xxx.yaml; UOS: /etc/sysconfig/network - scripts/ifcfg - xxx), and update 
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the IP address, gateway, and subnet mask in the file to the new configuration according 

to your system type.  

2.  After making the changes, execute the system - specific command to apply the IP 

settings . Do not restart the server under any circumstances, as this will cause service 

failures:  

 ̧ Ubuntu: sudo netplan apply  

 ̧ UOS/CentOS systems: sudo systemctl restart NetworkManager  

 sudo nmcli connection down ens33 && sudo nmcli connection up ens33  

3. Run the `ip addr` command to verify that the new IP address has taken effect, ensuring 

that the online server's IP is accessible while the other server's network connection is 

down.  

4.  If you need to modify the domain name, you can configure it directly in the subsequent 

installation wizard.  

 

 Step 2: Run the installation wizard on the online server to update the configuration (perform 

this step only on the online server)  

1.  Log in to the host as the nlk user, navigate to the /home/nlk/deploy directory, and run 

the installation wizard script install_wizard.sh:  

 

2.  Enter `y` to confirm the update of the IP/domain name configuration, then enter the 

SSC maintenance password (leave blank and press Enter).  

 

 

3.  Select the new network interface for the online server and configure the new IP 

address and domain name.  
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4.  When the system prompts you to enter the IP address or domain name of the other 

(offline) server, enter the original IP address or domain name of the offline server and 

press Enter to confirm (this must be entered even if the offline server cannot be 

veri fied).  

5.  After verifying that the configuration summary is correct, enter "y" to confirm the 

update. The system will then complete the IP/domain name configuration update for 

the online server.  

6.5  Recovery Installation Process (Expanding from Single Server to 

Dual Server)  

 After an original two - server environment has been split into a single - server setup for a period 

of time, a new server (either a brand - new server or an existing standby server) must be added 

to re - establish a two - server high - availability environment with t he existing single server. The 

IP address and domain name of the newly added server may differ from the original two -

server configuration or remain consistent; both scenarios are supported by this procedure.  
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 Prerequisites  

ɗ  The existing single - server system is running normally, with no service abnormalities, and 

the SSC management interface is accessible.  

ɗ  The new server has completed the Linux operating system installation and created the `nlk` 

user.  

ɗ  The new server must remain powered off initially to ensure that its assigned IP address 

cannot be pinged on the network, thereby preventing configuration conflicts.  

 

Step 1: Modify the configuration on the existing single - server system to add the new 

serverĽs information (this step is performed only on the existing single- server 

system)  

 Update the dual - server configuration on the existing standalone server by entering the IP 

address or domain name of the new server. The procedure is the same as when modifying an 

IP address or domain name : 

1.  Log in to the host as the `nlk` user, navigate to the `/home/nlk/deploy` directory, and 

execute the installation wizard script `install_wizard.sh`:  

2.  Follow the script prompts to enter "y" to confirm updating the IP/domain name 

configuration, and enter the server password (leave blank and press Enter).  

3.  If the existing single - node server does not require IP/domain name changes, simply 

select the original network interface to confirm the existing IP/domain name; if changes 

are needed, configure the new IP and domain name as prompted.  

4.  When the system prompts you to enter the IP address or domain name of another 

server, enter the planned IP address and domain name for the newly added server (the 

domain name suffix must match that of the existing standalone server), then press Enter 

to c onfirm.  

5.  After verifying that the configuration summary (existing server information + new 

server configuration information) is correct, enter "y" to confirm the update. The system 

will save the configuration without requiring a service restart.  
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Step 2: Preparations for the New Server (Performed only on the new server)  

1.  Power on the new server, ensure it is network - connected to the existing server, and 

configure it with the IP address specified in Step 1.  

2.  In the /home/nlk directory on the new server, upload the latest installation package 

and extract it.  

3.  In the root directory of the extracted files, enter the command `./server_prepare.sh` 

to run the pre - initialization script.  

4.  Follow the terminal prompts and enter "y" to confirm. Once the script completes, the 

new server will automatically reboot; wait for the reboot to finish.  

 

Step 3: Perform a Restore Installation on the New Server (New Server Only)  

1.  After the new server restarts, log in as the nlk user and enter `cd /home/nlk/deploy` 

to navigate to the core deployment directory where the installation package was 

extracted.  

2.  Enter `./install_wizard.sh` to run the installation wizard script. After the Restore 

installation process starts, press Enter to enter the installation wizard.  

   

3.  TLS Certificate Type Selection: Select the same certificate type as the existing 

standalone server (e.g., if the existing server uses a self - signed certificate, enter 1 for 

the new server as well), then press Enter to confirm.  

 

4.  Installation Mode Selection: Enter 2 to select dual - host installation, then press Enter 

to confirm.  






























































































































































